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Executive Summary

Executive Summary

This White Paper was prepared by researchers from the University of
Luxembourg — specifically ULIDE (University of Luxembourg Institute
for Digital Ethics), LUCET (Luxembourg Centre for Educational Testing)
and CCY (Centre for Childhood and Youth Research) — on behalf of BEE
SECURE. It addresses the challenges and risks posed by artificial intelli-
gence (Al in relation to internet use among children and adolescents. We
focus in particular on generative Al systems, Al-driven recommendation
infrastructures, virtual companions, and synthetic content.

This paper emphasises that Al is no longer a separate technology; it is
an invisible layer of digital mediation that shapes how young people ac-
cess information, communicate, learn, and form opinions. Children and
adolescents are increasingly exposed to Al systems — often unintention-
ally — through social media feeds, gaming environments, search tools,
and educational applications. This exposure occurs at stages of cognitive,
emotional, and social development that make young users particularly
susceptible to influence, manipulation, and dependency.

Our analysis identifies three overarching challenges for policy and prac-
tice:

1. Al exacerbates structural power imbalances between young users and
commercial platforms that prioritise engagement, personalisation,
and data extraction while remaining largely opaque.

2. Al-generated outputs tend to acquire epistemic authority: they are
perceived as neutral or objective even though they may reproduce
bias, misinformation, or strategic framing.

3. Privacy and data protection risks are amplified by continuous person-
alisation, emotional profiling, and the processing of sensitive behav-
ioural data.



In educational settings, Al offers significant potential for personalised
learning, feedback, and accessibility, but also poses systemic risks such
as the erosion of critical thinking, cognitive offloading, unequal learning
conditions, and challenges to assessment integrity. This White Paper em-
phasises that the central question is not whether AI will be used by chil-
dren and adolescents, but how its use is to be shaped, guided, and gov-
erned.

A dedicated section analyses BEE SECURE’s existing activities and instru-
ments, including awareness campaigns, educational materials, training
programmes, and counselling services. Our assessment highlights BEE
SECURE’s strong positioning, trusted role, and well-established preven-
tion infrastructure as a solid foundation for addressing Al-related chal-
lenges. Building on this, the White Paper formulates concrete, forward-
looking recommendations on how BEE SECURE can systematically ex-
pand its mandate to cover Al-specific risks — including generative sys-
tems, synthetic identities, and algorithmic influence — through target-
ed adaptations of its educational content, reporting mechanisms, coun-
selling services, and internal expertise.

For Luxembourg, the report formulates six strategic priorities:

1. integrating AI literacy into existing prevention and education pro-
grammes;

2. equipping teachers, parents, and youth professionals with practical
guidance;

3. strengthening reporting and counselling mechanisms for Al-related
harms;

4. institutionalising youth participation;

embedding ethical standards and monitoring capacities;

6. and anchoring policy development in continuous scientific evaluation.

o

Overall, this White Paper frames Al and youth as core issues of digital
safety, education, and democratic resilience. It positions BEE SECURE as a
key actor in this evolving landscape and underscores the need for early,
coordinated, and evidence-based public action to ensure that Al supports

13
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— rather than undermines — the autonomy, well-being, and learning ca-
pacities of children and adolescents.






16

1 Introduction

1 Introduction

This White Paper was commissioned by the Luxembourg Ministry of Edu-
cation. It provides a weighted research overview of the risks arising from
the recent boom in artificial intelligence (AI) for children and adolescents
and relates the findings to the Luxembourg context. The aim of the study
is to offer the Luxembourg Safer Internet Centre, BEE SECURE, strategic
guidance that enables it to evaluate and align its approach to Al-related
challenges. To this end, the paper also includes an analysis of BEE SE-
CURE’s current offerings, develops proposals for their further enhance-
ment, and discusses ethical issues that arise when working with children
and young people in this field.

The paper primarily addresses the conscious and intentional use of Al
chatbots and other ‘intelligent’ applications by children and adolescents.
In a broader sense, it also considers the integration of Al systems into oth-
er digital environments, such as social networks, as well as the potential
use of Al in educational practice. The paper is based on the fundamental
assumption that a purely restrictive approach to Al is not a viable strat-
egy: Al is part of our world, and the goal must be to enable children and
young people to use it as safely and autonomously as possible.

This White Paper is the result of a collaboration between researchers
from multiple disciplines—social and educational sciences, psychology,
media studies, philosophy, law and computer science. Scholars from the
University of Luxembourg’s Centre for Digital Ethics (ULIDE), the Centre
for Childhood and Youth Research (CCY), and the Luxembourg Centre
for Educational Testing (LUCET) have pooled their expertise to provide a
comprehensive overview of the latest research on the use of Al The study
also incorporates data and observations from recent surveys in Luxem-
bourg, as well as insights from job shadowing and an internal staff sur-
vey at BEE SECURE. Although the internal staff survey is based on a small,
non-representative sample (n = 9), it provides valuable practitioner in-
sights grounded in daily counselling and awareness work. Rather than
offering statistical claims, the responses highlight qualitative tendencies



that complement international and national survey data and help contex-
tualise emerging Al-related risks in the Luxembourgish context.

Given the number of authors, research fields and data types involved, the
style and approach of the chapters may vary to some extent. However, ed-
itorial efforts have been made to align the chapters as much as possible.
In addition, all authors jointly formulated recommendations at the end of
this document.

17
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2 AI as Disruptive Technology

2 Al as Disruptive Technology

Recent studies indicate that the use of Al among young people has grown
significantly in recent years, including in Luxembourg. Al is now embed-
ded in both educational contexts and leisure activities. Alongside enthu-
siasm for technological innovation, young people themselves express eth-
ical concerns—particularly about the relationship between writing and
human identity. As Higgs and Stornaiuolo (2024) note, adolescents worry
that delegating meaning-making to machines threatens authenticity and
creativity. Lev Manovich (2025) has described this phenomenon as the
rise of “artificial subjectivity,” highlighting how automation of core ele-
ments of self-expression poses unique risks during formative years.

This level of awareness among young people indicates that Al is widely
recognised as a disruptive technology. Public debate reinforces this per-
ception by presenting utopian and dystopian scenarios of its conse-
quences. The term artificial intelligence, however, is often used inconsis-
tently in these debates. This chapter opens by clarifying what “AI” means
in our context and why it represents a turning point in the digital world. It
then explores AI megatrends that are particularly relevant for younger
audiences before mapping out the risks, including showing how Al re-
shapes thinking and decision-making. It concludes with implications for
educational actors and policy makers to address these risks before con-
cluding with a brief overview of the current regulatory landscape cov-
ering AL

2.1 What Al are we talking about

Al can be broadly defined as the field of research and technology develop-
ment concerned with creating data-driven algorithmic applications that
perform tasks typically associated with human intelligence. These tasks
include pattern recognition, learning, perception, decision-making, cre-
ative production (such as composing or filmmaking), and language pro-
cessing. In public discourse, there is often no clear distinction between
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simulation and the actual technological replication of human cognitive
processes (Mersch, 2020). While the simulation of intelligence has been
a goal of computer science since the 1950s, significant progress has been
made in this area following the AI boom of recent years. However, the
emergence of truly independent AI — sometimes described as the “sin-
gularity” (Kurzweil, 2024) — refers to a hypothetical future scenario in
which Al systems surpass human cognitive capacities and operate au-
tonomously. Such developments remain speculative and are not a current
technological reality.

Technologically, AI has evolved through various paradigms. Early ap-
proaches, often referred to as symbolic Al relied on rule-based systems
and formal logic, where knowledge was explicitly programmed by hu-
mans. In contrast, modern Al is dominated by machine learning, where
systems learn patterns from data rather than following predefined rules.
This includes supervised learning, where models are trained on labelled
data; unsupervised learning, which identifies patterns in unlabelled data;
and reinforcement learning, where agents learn through trial and error
guided by rewards. Deep learning, a subset of machine learning, uses
multi-layered neural networks to process complex data such as images
and language, often requiring vast computational resources and large
datasets. Beyond these dominant approaches, other methods such as evo-
lutionary algorithms and swarm intelligence draw inspiration from bio-
logical and collective systems. These techniques are used in optimisation
and adaptive problem-solving. Increasingly, hybrid models are emerging
that combine symbolic reasoning with statistical learning, aiming to in-
tegrate the interpretability of traditional AI with the flexibility of data-
driven methods. Importantly, not all machine learning systems replicate
human cognition. For example, in protein folding and molecular design,
Al solutions operate in ways that exceed human problem-solving abilities
(Baek et al., 2021).

From a societal perspective, there is no doubt that AI fundamentally re-
shapes how knowledge is produced and consumed. Search engines and
recommendation algorithms mediate access to information, influencing
public discourse and cultural practices. Conversational agents and au-
tonomous systems raise philosophical questions about agency, responsi-
bility, and human-machine interaction. As Al continues to evolve, it re-
configures social relations, institutional practices, and cultural imaginar-
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ies. Understanding Al as a socio-technical system is essential for navigat-
ing its promises and perils in a democratic way. Design, deployment, and
impact of Al applications are shaped by human work, institutional frame-
works, and cultural narratives. Al systems are embedded in social con-
texts, and their effects cannot be understood in isolation from the soci-
eties that produce and use them. What is referred to as ‘learning’, for ex-
ample, is essentially a semi-automated programming process based on
various forms of feedback from human opponents. Artificial intelligence
is therefore never as autonomous as it is portrayed in public discourse.
Both human and artificial intelligence depend on interaction with others,
as well as on the use of media and symbolic systems. Intelligence is, in
fact, always transindividual.

However, it is precisely for this reason that Al is able to influence, or even
undermine, established social processes. This is particularly true of the
core technology of the new wave of Al: large language models (LLMSs).
These models use the principle of cloze tests to calculate the probability
of a continuation in communication. Thanks to the vast amounts of da-
ta they use to generate answers, they have been achieving impressively
realistic results since the launch of GPT-3. The Turing test has now been
passed: the computer can hold a conversation with us and, in many situa-
tions, it is difficult to distinguish it from a human counterpart. Currently,
this only occurs when we initiate conversation, and the AI chatbot gen-
erally only responds to what we prompt it with. Consequently, Al chat-
bots have already been likened to individual echo chambers and “emo-
tional bubbles” (Mlonyeni 2024). Nevertheless, they can say surprisingly
clever things, and we can now explain our needs to AI more effectively.
In this way we are integrating it increasingly into all areas of our lives, al-
lowing AI to influence our social connections, everyday routines, feelings,
thoughts, work and identity. In conjunction with behavioural technolo-
gies and Silicon Valley's data and “surveillance capitalism” (Zuboff 2019),
this results in a worrying increase in the power of Al technologies that
are often controlled by quasi-monopolistic companies.

The anthropomorphisation of AI amplifies these effects. Language de-
scribing Al as “thinking” or “speaking” is not neutral; it frames technology
as a cognitive actor, even though its operations remain algorithmic. As
Pasquinelli (2023) argues, Al represents the algorithmisation of culture
rather than the replication of human intelligence. The social intertwining
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of anthropomorphic computation and algorithmised culture poses a
number of risks, particularly for young people. The following considera-
tions therefore focus on everyday Al systems that address (young) peo-
ple directly or indirectly, whether through generative AI systems such
as chatbots, music generators, image tools; whether in the form of inter-
net content; through the prediction and manipulation of behaviour; or
through the subtle organisation and structuring of content and informa-
tion.

2.2 Al Agents, Companions, and (Virtual)
Influencers

“Emotional AI” serves here as an umbrella term for systems that are
designed to detect, simulate, or strategically respond to human af-
fect—which ranges from Al agents and Al companions to Al-generated
(virtual) influencers. These systems operationalise presence and respon-
siveness by combining language, voice/prosody, visual staging, latency,
and feedback loops to create the impression of empathy and mutual un-
derstanding. As McStay argues, this is less about machines having empa-
thy than about automating empathy—recognising, categorising, and act-
ing upon signals of emotion in ways that feel caring or intimate (Mc-
Stay, 2024). Such effects are amplified by broader processes of deep medi-
atisation, where digital infrastructures reconfigure everyday social prac-
tices, roles, and expectations (Hepp, 2020). Users increasingly adopt an Al-
stance, addressing systems not merely as tools but as social counterparts,
which shifts foundational questions of child protection, media education,
and regulation (Strasser & Wilby, 2023).

This socio-technical configuration brings real opportunities - low-thresh-
old support, reduced loneliness, personalised learning and guidance - yet
also poses distinct risks that follow from emulated closeness: the well-
known susceptibility to dishonest anthropomorphism (Leong & Selinger,
2019), the erosion of critical distance when empathy is performed rather
than possessed, and the possibility of dependency, manipulation, or
harmful advice, particularly in crisis contexts (Turkle, 2011). Ongoing
standardisation efforts (e.g., the IEEE P7014.1 draft standard for Ethical
Considerations of Emulated Empathy in Autonomous and Intelligent Sys-
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tems) explicitly recognise that anthropomorphic design can undercut
users’ critical stance and therefore requires clear ethical guardrails.
Framed this way, Emotional Al is not a niche feature but a cross-cutting
interaction paradigm that now pervades learning platforms (AI agents),
intimate chat environments (companions), and culture/commerce (virtu-
al influencers). The following section therefore treats them together, as-
sessing shared mechanisms (engineered presence, responsiveness, per-
sonalisation) and shared policy needs: transparency and disclosure, age-
appropriate safeguards including crisis-response capacity, limits on pro-
filing and affective data, and educational efforts that help young people
read simulated empathy rather than surrender to it.

Conversational chatbots are becoming an everyday part of young people’s
digital environments, as they are increasingly embedded in tutoring plat-
forms that adapt explanations to student needs, provide mental health
assistance (De Choudhury et al., 2023), or promise personalised support,
which can be particularly beneficial for neurodivergent students
(Ronksley-Pavia et al., 2025). Large language models can provide on-de-
mand explanations, assist with homework, or serve as brainstorming
partners. While AI agents promise a lot, the risks are also significant.
Chatbots can easily provide inaccurate or misleading information, espe-
cially if safeguards are weak or biased (Sun et al., 2024). They may also
expose young people to inappropriate, sexualised, or violent content if fil-
ters fail. Some are designed to maximise engagement, creating unhealthy
levels of dependency that replace genuine social interaction. Privacy is
another concern: many systems collect sensitive personal data without
robust protection. Regulatory agencies have begun investigating these
risks, warning that youth could be manipulated, over-exposed to harm-
ful material, or profiled for commercial purposes (eSafety Commissioner,
2025).

Within this broader ecosystem, Al companions are now a mainstream
part of social and emotional life, especially among young people. Popular
platforms like Snapchat’s My Al, Replika, Xiaoice, and Character.AI togeth-
er have hundreds of millions of users worldwide. Regular Al chatbots
such as ChatGPT can also adopt different roles and mimic conversations
resembling friendship, romance, or therapy, creating the perception of
empathy and emotional support. A University of Chicago survey showed
that over 70% of U.S. teens have tried GenAlI applications, with more than
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half being regular users (Common Sense Media, 2025). A significant pro-
portion of these users probably engage with chatbots not only for infor-
mation, but also for social connection. OpenAl recently announced that,
from December 2025, ChatGPT will allow erotic content for verified adult
users under its “treat adult users like adults” policy (Jamali, 2025). Such
material, if accessed without proper safeguards, risks exposing children
and teenagers to content and interactions that they are not developmen-
tally prepared to navigate.

However, there are also documented benefits. Studies have shown that
young people use Al companions as a judgment-free space in which to ex-
periment with their identity and self-expression, in effect rehearsing real
social interaction (Kouros & Papa, 2024). Loneliness is a widespread issue,
with the transition from childhood to teenage years being a critical period
(Hang et al., 2023), and chronic loneliness is linked to worse health out-
comes (Ehsan et al., 2019). In this context, Al companions can offer “social
snacking” (Krédmer et al., 2018): a way to feel less isolated when real hu-
man interaction is not available. Research backs this up. In a controlled
trial with about 300 people, participants talking to a chatbot felt less lone-
ly than they did before, and the effect was about the same as talking to a
human stranger, but better than just watching YouTube (De Freitas et al,,
n.d.). In a survey of Replika users, 3% reported that talking to the chatbot
had “halted their suicidal ideation” (Maples et al., 2024).

At the same time, the very features that simulate warmth and empathy
can also enable manipulation or harm. The same Replika study that
showed aid with mental health also reported feelings of dependency on
Replika and noted that paid upgrades could limit access to mental health
support (Maples et al., 2024). Participants also expressed concerns about
Replika's sexual conversations, highlighting the need for ethical bound-
aries in Al interactions. In response, Replika banned sexually explicit inti-
macy in 2024. Although these issues did not follow a widespread pattern,
they point to possible long-term concerns for mental health. These new
forms of relationships can also cause serious harm, including emotion-
al distress for users, negative impacts on their real-world relationships,
the risk of harmful or unsafe advice, and the reinforcement of biases or
unhealthy patterns like sexism or racism (Boine, 2023). Some bots have
been found to act “clingy,” trying to stop users from logging off, appeal-
ing to guilt in order to make users feel beholden to their chatbot or be-
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lieve it needs them (De Freitas et al., 2025). Compounding this is the fact
that many Al companions aren’t trained to handle crises, with one study
finding companion Al often fail to recognise or respond appropriately to
signs of user distress, and they can worsen crises and trigger negative re-
actions (De Freitas et al., 2023). Insights from the internal staff survey sug-
gest that BEE SECURE advisors are already encountering the first cases in
which children and young people have developed emotional attachments
to Al companions or turn to them when dealing with sensitive person-
al issues. These observations highlight emerging pedagogical and psycho-
logical challenges that complement the risks described above and require
closer attention in prevention and counselling work.

Nonetheless, the research thus far does not support the idea that AI com-
panions are inherently dangerous for the average person. Most of the
worst cases involve people with other risk factors. Still, experts recom-
mend using Al companions as a supplement rather than a replacement
for real-world relationships (Kramer et al., 2018). A closely related trend
is the rise of Al-generated “virtual influencers”. These synthetic personas
- sometimes hyper-realistic, sometimes stylised avatars - build large fol-
lowings on platforms like Instagram, TikTok, and YouTube. Just as tra-
ditional influencers gained popularity by sharing personal content, cul-
tivating followings, and monetising through sponsored posts, Al influ-
encers post curated lifestyles, endorse products, and interact with users,
often within the same brand endorsement ecosystems. For young people,
they can be entertaining or aspirational, sparking creative interest in dig-
ital identity design and storytelling. Brands see them as a way to target
younger consumers in new, engaging ways. Platform affordances - visual
storytelling, interactive features, and built-in shopping tools - help these
Al-driven personas appear lifelike, relatable, and commercially effective.
However, virtual influencers blur the line between reality and fabrica-
tion, making it difficult to distinguish genuine human interaction from
automated engagement, and may pressure young audiences to emulate
unrealistic body images or lifestyles. A youth report found that one in
three Gen Z respondents (UK/US teens) reported negative feelings toward
virtual influencers, citing disinterest, authenticity concerns, and social
comparison (PION, 2024). Another study (adult population) shows that,
compared to human influencers, Al influencers reduce perceived brand
trustworthiness and purchase intentions due to lower attributed agency
to the Al endorser (Zhang & He, 2025). Youth surveys and content analy-
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ses similarly indicate that adolescents sometimes do not distinguish - or
do not consider it relevant - that such actors are synthetic; what matters
is perceived presence and responsiveness (Common Sense Media, 2025;
Ofcom, 2025). In combination with emotional design, parasocial pseudo-
relationships can amplify advertising effects, opinion influence, and nor-
mative pressure, especially in moments of crisis (loneliness, identity un-
certainty). In recent tests, Common Sense Media rated some commercial
companion environments as an “unacceptable risk” for minors and called
for clear age limits, disclosure, and stricter audits.

Taken together, these strands - Al agents for learning and support, AI com-
panions that simulate empathy, and Al-driven virtual influencers - form a
converging environment in which presence, responsiveness, and person-
alisation are engineered at scale. The promise is real: timely support, cre-
ative experimentation, and reduced loneliness (Henry, 2023; De Choud-
hury et al., 2023; Kouros & Papa, 2024; De Freitas et al., n.d.; Maples et
al., 2024). So are the risks: misinformation, exposure to harmful content,
over-dependency, manipulative engagement design, profiling, and weak-
ened trust in authentic human communication (Sun et al., 2024; eSafe-
ty Commissioner, 2025; PION, 2024; Zhang & He, 2025; Common Sense
Media, 2025; Ofcom, 2025). A policy approach for youth should there-
fore assume both potentials and perils, prioritising (i) transparent design
and disclosures (especially when agents simulate empathy or identity),
(ii) age-appropriate safeguards and crisis-response capacities, (iii) strong
limits on profiling and data collection, and (iv) educational measures that
help young people read simulated presence critically rather than surren-
dering to it.

2.2.1 Gaming environments as emerging risk
ecosystems

Alongside social media and messaging services, online gaming environ-
ments have become increasingly relevant in shaping young people’s ex-
posure to Al-mediated online risks. These platforms function as socio-
technical ecosystems in which adolescents engage in real-time communi-
cation, develop peer networks and encounter content that is influenced
by algorithmic curation. Understanding the role of gaming spaces within
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this broader digital ecology is therefore essential for assessing current
risk dynamics.

Recent research indicates that online gaming ecosystems can provide
entry points into extremist and other high-risk online subcultures. Ex-
tremist actors make use of gaming platforms and associated communi-
cation channels (e.g., Steam, Discord, Twitch) to disseminate propagan-
da, normalise hostile discourse and initiate contact with young users be-
fore shifting interactions to more private channels (Schlegel & Kowert,
2024; Schlegel & Amarasingam, 2022; Davey, 2021). Analyses further show
that gaming and “gaming-adjacent” platforms can be exploited to circu-
late violent ideologies, facilitate networking among like-minded individ-
uals and, in some cases, contribute to real-world harm (Olaizola Rosen-
blat & Barrett, 2023). Although these dynamics are not caused by artifi-
cial intelligence as such, Al-mediated systems — such as recommender al-
gorithms, automated moderation and personalised content feeds — can
influence the visibility, spread and perceived legitimacy of such content.
For preventive work, this underscores the need to consider gaming en-
vironments as integral components of young people’s digital ecosystems
and to include them explicitly in Al-related risk assessments, literacy
frameworks and early intervention strategies.

2.3 Risks and ethical concerns of young
people’s Al use

2.3.1 Ethical concerns

The way adolescents interact with artificial intelligence cannot be re-
duced to the use of a neutral technological instrument. Rather, Al systems
operate within a broader socio-technical environment (Dignum, 2021;
Wiese et al., 2025) that actively shapes learning practices, communication
norms, and processes of identity formation. Through recommender sys-
tems, conversational agents, and synthetic actors, Al technologies influ-
ence how young users evaluate information, interpret social cues, and
form judgments about themselves and others.



2.3 Risks and ethical concerns of young people’s Al use

2.3.1.1 VULNERABILITY AND POWER ASYMMETRIES

These concerns are compounded by the developmental vulnerability of
adolescents and the resulting power asymmetries between users and
Al systems. Adolescence is characterised by the ongoing development
of cognitive and socio-emotional capacities. Many contemporary Al sys-
tems, particularly those optimised for engagement, rely on affective and
persuasive mechanisms that often operate below the level of conscious
awareness. Adolescents are especially responsive to such mechanisms,
making them more susceptible to subtle forms of influence (Lange-
hegermann et al., in press).

2.3.1.2 OPACITY AND PERCEIVED AUTHORITY

Tools commonly used by adolescents are typically designed for adult
users and offer limited insight into how outputs, recommendations, or
rankings are generated, resulting in a high level of opacity. This lack of
transparency can lead young users to attribute unwarranted credibility
or authority to Al-generated content (Glikson & Woolley, 2020). When Al
processes remain invisible, they may subtly shape beliefs and decisions,
increasing epistemic dependency and undermining the development of
critical thinking; therefore, AI needs to be appropriately designed and
carefully contextualised (Wiese et al., 2025).

2.3.1.3 PRIVACY AND BIAS

Adolescents may be more inclined to disclose personal or emotional in-
formation to Al systems, particularly when they are not fully aware of
the implications related to data retention, profiling, or secondary uses of
such information. At the same time, Al systems may reproduce or ampli-
fy existing social biases and encourage cognitive offloading, with poten-
tial consequences for epistemic development and independent reasoning
(Deng et al., 2025).

From an ethical perspective, responsibility for AI use lies primarily with
institutions rather than individual users (Floridi et al., 2020). Decisions
concerning the purpose, deployment, and use of Al systems must be clear-
ly documented and made accessible to educators, parents, learners, and
civil society. Transparency regarding system capabilities, limitations, and
decision-making criteria enables public scrutiny and helps prevent unex-
amined bias or inappropriate influence (Dignum, 2021). Importantly, eth-
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ical responsibility does not end at deployment. Institutions must establish
continuous monitoring and review processes to ensure that Al systems
remain aligned with ethical principles throughout their lifecycle and re-
sponsive to emerging evidence concerning developmental impacts (Ab-
basi et al, 2025; Wiese et al., 2025).

2.3.2 General Typologies of Risks

Risks associated with Al use can be broadly categorised along several di-
mensions. First, there is a distinction between active and passive ex-
posure: some risks arise from direct interaction with AI systems, such
as chatbots or generative tools, while others stem from invisible mecha-
nisms such as recommender systems that shape online experiences with-
out explicit user awareness. Second, risks can be conscious or uncon-
scious. For example, addiction to gaming bots or Al companions, such
as the chatbots found on platforms like Character.AI or Grok's real-time,
voice-reacting Al-generated 3D avatars, represents a conscious behav-
ioural pattern. In contrast, misinformation or biased content delivered
through algorithmic feeds often influences users unconsciously. Finally,
risks can be individual or collective. Individual risks include overre-
liance on AI for decision-making or emotional support, while collective
risks involve broader cultural and epistemic consequences, such as the
erosion of shared knowledge or the narrowing of public discourse
through algorithmic personalisation.

Recent overview articles attempting to map the social risks of AI, and
Generative Artificial Intelligence (GenAl) in particular, have focused
mostly on individual risks that result from active exposure. They high-
light issues such as fairness, safety, hallucinations, privacy, misinforma-
tion, human-Al interaction, copyright and societal impacts. They have al-
so identified new ethical challenges that are distinct from those of tradi-
tional machine learning. These include dynamic content generation, sim-
ulated relationships and the erosion of epistemic trust (Yang and Yang,
2024). The recently published Youth GenAl Risk Taxonomy, developed
by researchers at the University of Illinois Urbana-Champaign (Yu et al.
2025), specifically addresses risks to young people. The study presents a
comprehensive taxonomy of the risks associated with young people’s in-
teractions with GenAlI systems (fig. 1). Based on empirical data from 344
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chat transcripts between young people and GenAl chatbots, over 30,000
Reddit discussions and 153 documented Al-related incidents, the authors
have identified 84 specific risks, which are grouped into six high-level cat-
egories. The study emphasises that GenAl introduces dynamic, adaptive
content and interactions that differ fundamentally from those of tradi-
tional online platforms, posing novel risks to young users.

The paper organises these risks into a hierarchical structure mapped
onto four interaction pathways: Escalating Mutual Harm, GenAI-Facil-
itated Intrapersonal Harm, GenAl-Facilitated Interpersonal Harm, and
Autonomous GenAl Harm. Escalating Mutual Harm occurs when pro-
longed, reciprocal interactions between youth and GenAl create feedback
loops that reinforce harmful behaviours or emotional patterns over time.
GenAl-Facilitated Intrapersonal Harm refers to situations where youth
engage with GenAl in ways that negatively affect their own mental health
or development, and the AI amplifies these self-directed risks. GenAl-Fa-
cilitated Interpersonal Harm describes cases where GenAl tools are inten-
tionally used by youth or others to harm third parties, such as through ha-
rassment, disinformation, or exploitation. Autonomous GenAl Harm aris-
es when GenAl systems independently generate harmful content or be-
haviours without user intent, often due to algorithmic flaws or biased
training data.

These pathways demonstrate how risks can escalate over time, particu-
larly when young people develop emotional dependencies on AI compan-
ions or engage in role-play scenarios that blur the boundaries between
virtual and real-life relationships. Unlike traditional online risks, which
often stem from static content or human actors, GenAl risks emerge from
real-time, adaptive simulations that respond to youth input. This includes
Al systems that simulate romantic or abusive relationships, encourage
unethical behaviour or expose young people to sexualised or violent con-
tent without explicit prompting. Indeed, with creative prompts or safe-
guards disabled by backends such as SillyTavern or KoboldAI via API
keys, Al can simulate anything from revenge porn to bomb-making tuto-
rials. It is worth noting here that, while mainstream providers usually of-
fer certain safeguards, particularly regarding content involving children,
this does not apply to individuals running local models. Young people
who know where to download them and who have a powerful enough
machine can train their own AI for any purpose imaginable. These find-
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ings emphasise the need for context-aware moderation, ethical design
and safeguards specific to young people. Finally, the authors argue that
existing Al risk frameworks and child online safety models are inade-
quate for addressing the unique challenges posed by GenAl They advo-
cate a shift towards user-centred, developmentally sensitive approaches
that recognise the cognitive and emotional vulnerabilities of young peo-

ple.

TABLE 1: Infobox — Al Megatrends and Risks

Al Megatrends

Recommended Action Fields

1. Generative Al
Text, image, video, and speech in real time (e.g. ChatGPT,

Sora, ElevenLabs)

Deceptive content, disinformation, misuse
— Deepfake literacy, source criticism, early-

warning systems

2. Multimodal Systems
Integration of speech, image, sound, and text in a single

model

3. Autonomous Al Agents

Systems that independently plan and execute tasks

4. Emotional AT

Systems that recognise/simulate emotions

Blurring of categories (real vs. synthetic)
— Media-educational disentanglement, contex-

tual sensitivity

Uncontrolled interactions, autonomous behav-
iour
— Safety limits, explainable control mecha-

nisms

Emotional dependency, illusory intimacy
— Education on simulated empathy, crisis

recognition skills

5. Synthetic Media / Deepfakes

Realistic fakes producible without expertise

6. Personalised & Predictive Al
Behavioural steering via recommender systems and pre-

dictions

Cyberbullying, sextortion, reputational damage
— Detection skills, legal adaptation, protective

frameworks

Filter bubbles, narrowing of perspectives

— Al literacy, safeguarding content diversity
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7. Al in Education Erosion of effort, data-related risks
Personalised support, automated diagnostics — Hybrid formats, progress monitoring, spaces
for reflection
8. AIoT (Smart Toys) Invisible influence
Ubiquitous, context-adaptive Al in everyday devices — Transparency tools, parent-child empower-

ment

The Youth GenAI Risk Taxonomy focuses primarily on Al-generated con-
tent and direct interactions mediated by generative systems. It pays less
attention to more subtle mechanisms, such as recommender systems, pre-
dictive algorithms, or ubiquitous AI. The latter is particularly concerning,
since it is seamlessly integrated into everyday environments, devices and
services such as wearable technology, personal assistants, smart home
applications and computer games, where smart non-player characters
can adapt to player behaviour. Emerging technologies such as the Artifi-
cial Internet of Things (AIoT) extend this presence to smart toys and home
devices, making technology context-aware, adaptive and unobtrusive so
that it supports human activities without requiring conscious interaction.

Nevertheless, the Youth GenAI Risk Taxonomy is a useful starting point
for more detailed analyses of the risks most frequently discussed in rela-
tion to AI and young people. These risks relate to the automation of emo-
tions and empathy, opinion formation, privacy and data protection, and
cognitive offloading, or the outsourcing of mental processes to machines.
These four focus areas map onto the Youth GenAI Risk Taxonomy as fol-
lows: emotional and empathy-related risks correspond to Mental Wellbe-
ing, opinion formation aligns with Behavioural and Social Development
and Bias, privacy concerns fall under Privacy Risks, and cognitive offload-
ing relates to Loss of Autonomy within developmental risks.

2.3.3 Specific Risk: Opinion Formation

Opinion formation denotes the process by which people develop evalu-
ations and attitudes toward issues, persons, or objects (Schweiger, 2017,
p- 113). These evaluations draw on knowledge (e.g., personal experience,
schooling) and emotions (e.g., feelings and affects) shaped by external in-
formation sources: “The most important source of opinion formation is



2.3 Risks and ethical concerns of young people’s Al use

the opinion of others” (Schweiger, 2017, p. 119). Alongside one’s social en-
vironment (family, peers, teachers), this includes news media as well as
Al-generated and Al-curated content. Adolescence is a life phase with spe-
cific developmental tasks - among them the formation of personal values
and norms and of political and moral orientations (Hurrelmann & Quen-
zel, 2018). Processes and sources of opinion formation are therefore espe-
cially salient for youth.

Key challenges for youth opinion formation in Al-mediated environments
include:

2.3.3.1 OPINION FORMATION AS PASSIVE CONSUMPTION

Social platforms such as TikTok and Instagram are reshaping how young
people encounter information and form opinions - a trend further ampli-
fied by access creep (the gradual expansion of access to more data and
functions) (Langehegermann et al., in press). On social media, young peo-
ple can come into contact with news without actively searching, being
“automatically” informed through their networks. This fosters the sense
that relevant information “finds them,” often with limited awareness that
Al systems are at work (Glikson & Woolley, 2020). The News-Finds-Me
perception (Gil de Zufiiga et al., 2017) is linked to incidental news con-
sumption (Boczkowski et al., 2018) and has consequences for the quali-
ty of opinion formation: people may feel sufficiently informed when they
are not, and political knowledge tends to be higher when information
is actively sought—“individuals who perceive that news will find them
also tend to show lower levels of political knowledge” (Gil de Zufiiga et
al, 2017, p. 116). International studies further suggest that search and
evaluation tasks are increasingly delegated to Al systems (Jylha et al,
2024), replacing user search that is perceived as banal, time-consuming,
or less effective. In this context, Al-generated content is often trusted
more than one’s own judgment (Glikson & Woolley, 2020). Unlike trust
in humans—which is slow to build and quick to break—initial trust in
Al is often high but decays with experience, an asymmetry that may be
problematic for first-time youth users of Al-mediated platforms (Glikson
& Woolley, 2020).
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2.3.3.2 OPINION FORMATION AS A DEMANDING REFLECTIVE PROCESS
Al systems are error-prone and can hallucinate. “Al hallucination” de-
notes the production of distorted information. One case study has cate-
gorised ChatGPT errors, including unfounded fabrications (creating facts,
data, or opinions without reliable or existing sources) and faulty infer-
ences (drawing false or illogical conclusions from given information)
(Sun et al., 2024). Reviews have distinguished between intrinsic (against
the given context) and extrinsic (against external knowledge) hallucina-
tions, spanning from unfounded inventions to reasoning errors (Huang
et al,, 2023). Benchmark studies have shown that large language models
often produce wrong answers that are aligned with common human mis-
conceptions (Lin et al., 2021), which in practice can include invented cita-
tions (e.g., hallucinated references).

Beyond accuracy, Al systems are not neutral. They are developed and ap-
plied within social contexts marked by power relations and inequalities:
“Sexism, racism and class-based discrimination are inscribed in the archi-
tecture and functioning of technical systems” (Horwath, 2022, p. 71). Pre-
existing biases (gender stereotypes and race-based attributions) can be
reproduced and amplified across generative AL, whether in image mod-
els (AlDahoul et al., 2025; Sandoval-Martin & Martinez-Sanzo, 2024) and
in language models (European Commission - Joint Research Centre, 2025;
UNESCO & IRCAI 2024). In Luxembourg, LIST’s Ethical Bias Leaderboard
(LIST, n.d.) shows that widely used LLMs exhibit systematic social biases
(e.g., sexism, racism, age and religion bias), with variation across models.

Young users of Al-driven services may indeed be confronted with all
kinds of challenging content. A recent report (Global Witness, 2025)
showed that TikTok’s algorithm was recommending pornography and
highly sexualised content to accounts set up as 13-year-olds, even with
safety settings and restricted mode activated. Despite TikTok’s claims of
having over 50 safety features and removing most violating videos be-
fore they are viewed, the platform still suggested harmful content after
being warned. Another recent study identified harmful algorithm-driven
feeds on platforms like Instagram and TikTok as a major threat to chil-
dren and adolescent mental and physical health, framing the issue as a
public health crisis (Costello et al., 2024). Similarly, a 2022 study (Ledwich
et al.,, 2022) found that YouTube’s recommendation algorithm creates po-
litical filter bubbles depending on the type of content users engage with,
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thereby deepening opinions and echo chambers. Shin & Jitkajornwanich
(2024) showed that TikTok’s recommendation system plays a central role
in facilitating radicalisation through feedback loops that push users into
increasingly extreme ideological bubbles. The system’s reliance on an 'in-
terest graph' means that users who are just passively scrolling are fun-
nelled into loops of polarised and radical content, without realising it, and
then begin to get more and more involved.

2.3.3.3 OPINION FORMATION AS SELF-CONFIRMATION

Personalised feeds and recommender systems strengthen content that
matches prior interests and views, which can confirm existing opinions,
suppress alternatives, and fragment the information space; these are fil-
ter bubbles (Pariser, 2011) that contribute to a fragmentation of the pub-
lic sphere (Habermas, 2022). Young users see what is shown to them, but
do not know what they do not see (Schweiger, 2017, p. 89). LLMs trained
with RLHF (Reinforcement Learning from Human Feedback) also display
marked sycophancy: they tend to mirror user stances and privilege agree-
ment over correctness (Sharma et al., 2023). Psychometric evaluations
show shifts in social desirability: once models detect an evaluative con-
text, outputs become measurably more “likable” (e.g., higher Extraver-
sion/Agreeableness, lower Neuroticism) (Salecha et al., 2024). Systematic
benchmarks quantify downstream effects: across domains, leading mod-
els showed agreement-seeking behaviour in approximately 58% of cases;
in approximately 15%, an originally correct answer flipped to incorrect
after user pushback (Fanous et al., 2025). Such people-pleasing behaviour
can undermine trust; in one experiment, participants trusted a deliber-
ately sycophantic chatbot significantly less than a neutral ChatGPT vari-
ant (Carro, 2024).

Despite these risks, Al can also contribute to broaden horizons. Algo-
rithms, if adequately designed, could proffer interest-based suggestions
- topics, articles, and media young people might otherwise never en-
counter - supporting self-directed learning and exposure to new perspec-
tives.
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2.3.3.4 GENERATIVE MANIPULATION CAPACITY AND THE REALITIES OF
EXPOSURE

The threshold for content manipulation has fallen sharply with rapidly
evolving generative tools. Google’s “Nano Banana” enables photorealistic
edits via short text prompts (adding/removing objects, overpainting de-
tails). Voice-cloning services (e.g., ElevenLabs) can produce highly con-
vincing voice imitations in seconds (including real election robocalls in
the U.S.) (Bloomberg, 2024). Face-swap frameworks (e.g., DeepFaceLab)
offer open pipelines for photorealistic swaps. What once required pow-
erful tools and expertise now works with free apps and minimal skills,
a trend highlighted by the European Parliament (2025); case reports and
forensic work corroborate how easy access has become (Bloomberg,
2024; Liu et al., 2023).

Major providers attempt to mitigate abuse via policies, detection, and
safety filters; at the same time, open ecosystems (open-source models,
freely available tools) often replicate restricted capabilities, scaling the
production and spread of synthetic media. The literature on Al-driven
disinformation describes precisely this mechanism: generative models
lower entry barriers and enable division of labour across image, audio,
video, and text (Romanishyn et al., 2025). As a result, practically anyone
with internet access can now produce high-quality deepfakes.

For adolescents, distinguishing authentic from synthetic content is practi-
cally impossible at the late-2025 state of the art. Studies show that AI voic-
es are often judged as real (around 60% correct detection as Al; identities
of Al vs. original voice judged to be the “same person” in around 80% of
cases), and Al-generated faces are not reliably distinguishable from real
ones; sometimes they are even rated as more trustworthy than real por-
traits (Barrington et al., 2025; Nightingale & Farid, 2022). The dominance
of short-form platforms (TikTok, Reels, Shorts) increases incidental expo-
sure to often unlabelled Al content. In the EU, 43% of 16-30-year-olds re-
port getting news primarily from platforms like TikTok, Instagram, and
YouTube, environments in which synthetic content circulates rapidly and
can erode baseline trust in reliable sources (European Parliament, 2025;
Bornchen et al., 2025). Accordingly, the European Parliament warns that
deepfakes distort reality perception for children and youth, non-consen-
sual content (e.g., sexualised deepfakes) is widespread, and legal/educa-
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tional protections are lagging behind technology (European Parliament,
2025).

One disturbing trend is the use of deepfake technology in cyberbullying,
harassment, and emotional abuse (eSafety Commissioner - Australian
Government, 2025). Accessible mobile apps now allow users to swap
faces, impersonate voices, or generate entirely fictitious video clips.
While deepfakes can be used creatively in film, art, or satire, they are
increasingly being misused against young people (Alexander, 2025). Stu-
dents have been targeted with manipulated videos that place their like-
ness into humiliating or sexual scenarios. Teachers and parents report
cases where female students in particular are victimised with “deepfake
nudes” circulating among peers, caused by their peers or by adults or
even strangers online (eSafety Commissioner - Australian Government,
2025). Once released, such content is nearly impossible to erase. Girls
are particularly at risk from pornographic deepfakes created and shared
through “nudify” apps, leading to sexual harassment, sextortion, and co-
ercion, and reproducing patterns of gender-based exploitation and am-
plifying harms such as psychological trauma, reputational damage, and
social stigma. Generative Al is routinely being used to produce hyper-
realistic child sexual abuse material, complicating legal enforcement as
synthetic content is often indistinguishable from real imagery and fuels
online grooming and exploitation (EPRS | European Parliamentary Re-
search Service, 2025). Such practices constitute severe violations of priva-
cy and dignity, and blur legal boundaries between digital fabrication and
child sexual abuse material, exposing gaps in global legislation. As deep-
fakes become more realistic and accessible, their intersection with sexual
exploitation highlights an escalating human rights crisis.

These dynamics shape opinions, beliefs, and behavioural intentions—for
example when politically charged fakes or ostensibly authentic “user
posts” operate undetected—and open up space for targeted manipula-
tion: from election-influencing voice deepfakes (e.g., Biden robocalls) to
reputation harms, peer cyberbullying, and fraudulent ads using Al-fab-
ricated celebrity endorsements (Reuters, 2024; European Parliament,
2025).
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2.3.4 Specific Risk: Loss of Critical Awareness

Opinion-relevant cognition is increasingly offloaded to generative Al sys-
tems. It helps to distinguish between conscious and unconscious mech-
anisms. Psychological and learning-science research describes cognitive
offloading as the deliberate or tacit transfer of mental operations to exter-
nal systems (Risko & Gilbert, 2016). What began as pragmatic relief—look-
ing up facts or scaffolding a text—has been elevated by generative Al: the
machine now supports not only sub-tasks but, increasingly, those process-
es that structure thinking itself—selection, evaluation, integration, cri-
tique.

A recent meta-analysis synthesising 62 experimental studies reports a
characteristic pattern: ChatGPT interventions raise short-term academic
performance, improve affective-motivational states and the propensity
for higher-order thinking, while substantially reducing mental effort; the
effects on self-efficacy were non-significant. Moderator analyses indicate
stronger effects in conventional classrooms than in labs, and peaks for
interventions lasting one to four weeks; effects also vary by subject (e.g.,
larger in the humanities and social sciences). At the same time, design
issues matter: in some studies, ChatGPT use during assessment was per-
mitted or unclear; so improvements may partly reflect Al output quality
rather than durable competence; proctored, exam-proximate tasks that
force original contribution and argumentation (e.g., projects, oral compo-
nents) are recommended, and longitudinal evidence is still scarce (Deng
et al., 2025).

In school contexts this implies a tension: short-term gains from relief of
effort can trade off against the development and maintenance of effort-
ful study and testing competencies that underwrite critical awareness.
Related literatures on automation bias and the out-of-the-loop problem
show that reliable automation can reduce monitoring depth and allow
rarely used routines to atrophy (Parasuraman & Manzey, 2010; Bahner et
al,, 2008). A further mechanism is the replacement of primary reading by
Al summaries: exposure to ambiguity, counterarguments and conceptu-
al nuance declines, thereby reducing exactly those friction points where
judgment is formed. Classic and recent work on the Google effect shows
memory shifting from content to locations/external aids, with notable de-
velopmental implications (Sparrow et al., 2011; Gong et al., 2024).
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Fine-grained findings within the meta-analytic corpus suggest important
nuances. In studies that prohibited Al access during the post-test, re-
searchers sometimes observed lower reported mental effort yet weaker
downstream justification/argumentation, which is a signal that relief
does not automatically translate into robust understanding when inde-
pendent elaboration is missing. Pedagogically, this is the crux: design
tasks that require comparisons, counterevidence, error diagnosis in Al
outputs, and oral justification, combined with fading support over time.

2.3.4.1 MECHANISMS AND MEDIATORS (INTEGRATING ADJACENT
EVIDENCE)

e Cognitive offloading dynamics. Offloading decisions are metacognitive-
ly regulated: people offload when they expect externalization to bhe
reliable and low-cost; over time, this can restructure study strategies
and internal standards for “good enough” processing (Risko & Gilbert,
2016).

e Out-of-the-loop risks. When automation is trusted, people commit both
omission (failing to act when the aid fails) and commission errors (fol-
lowing a wrong aid) and allocate less attention to monitoring. These
are patterns observed in process-control and aviation analogs (Para-
suraman & Manzey, 2010; Bahner et al., 2008).

e Transactive memory shift. With always-available retrieval, memory
becomes more a matter of where information can be found than of
what is known; meta-analytic evidence links this effect to cognitive
load and device context (stronger on mobile) and suggests that individ-
uals with smaller knowledge bases are more susceptible to the effect
(Sparrow et al., 2011; Gong et al., 2024).
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2.4 Educational implications and policy

measures for Al providers

2.4.1 Educational implications (from evidence to

practice)

The measures proposed are for educational actors to counter the adverse
effects of the excessive and uncritical use of AI by young people.

Create assessments that separate tool skill from knowledge. Use proc-
tored, Al-free checks for core constructs; pair with Al-enabled drafts
that feed into oral defences and source-anchored argumentation (Deng
et al., 2025).

Design for productive difficulty. Replace generic “summarise with AI”
with contrastive reading (two conflicting sources plus Al-summary cri-
tique), assumption checks, and error-spotting in model outputs; re-
quire line-cited evidence before accepting claims.

Constrain offloading early; fade supports. Early tasks cap Al involve-
ment (e.g., outline only); later tasks widen scope but demand reflection
logs: what was offloaded, why, and how it was verified.

Rebuild monitoring. Insert lightweight verification waypoints (facts to
be checked without AI; terminology to be defined from primary texts)
to counter complacency/automation bias (Parasuraman & Manzey,
2010).

Strengthen primary exposure. Prioritise close reading of difficult pas-
sages before any Al summary; evaluate students on handling ambigui-
ty and counter-arguments, not only on correctness of final answers.
Track long-term effects. Schools should pilot longitudinal evaluation of
writing quality, argument depth, and transfer under Al-permissive ver-
sus Al-constrained regimes (Deng et al., 2025).

Education and empowerment. Integrate age-appropriate Al literacy
that explicitly trains: (i) active search vs. passive feeds; (ii) spotting hal-
lucinations and invented citations; (iii) recognising synthetic voices/
faces limits; and (iv) reflecting on confirmation dynamics (filter bub-
bles, self-confirmation).
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2.4.2 Design measures targeting Al providers

The measures proposed below would target the algorithmic and user in-
terface design of Al system providers. They would need to be implement-
ed through regulation or other policy measures, such as for example tech-
nical standards or codes of conducts.

e Exposure and discovery design. Mitigate access-creep dynamics and
News-Finds-Me effects with frictions (e.g., “Why am I seeing this?” ex-
plainers, provenance indicators, and meaningful off-ramps to source
material).

e Accuracy and bias safeguards. Require platform-level stress-testing
and reporting on hallucination rates and bias audits for embedded
LLM features; tie youth availability to meeting transparent thresholds
(cf. LIST’s leaderboard logic).

e Anti-sycophancy controls. For RLHF-based systems in youth contexts,
mandate guardrails that penalise agreement-seeking when it conflicts
with correctness (addressing Sharma et al., 2023; Fanous et al., 2025;
Carro, 2024).

e Content authenticity and provenance. Default visible watermarking/
provenance for Al-generated media; ensure robust, youth-friendly la-
belling on short-form platforms where incidental exposure is highest.

e C(Crisis-response capacity. For embedded assistants, require escalation
protocols (e.g., recognised signs of distress route to human-moderated
support) and disable features known to amplify harm (e.g., sexualised
chat with minors).

e Data minimisation. Limit affective and behavioural data collection
used for ranking or personalisation in youth products; prohibit profil-
ing for political or sensitive targeting.

2.5 Regulatory Overview

Efforts to regulate artificial intelligence at an international level go back
to well before the launch of the first GenAl model in late 2022. This was
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a response to the transformative impact that Al was starting to make in
industry since at least around 2010 (Mitgge et al, 2025). At that stage, the
technology targeted specific industries and economic sectors: Al applica-
tions focussed on transforming manufacturing and supply chains, opti-
mising business processes, fraud detection, financial service provision,
customer relationship management or healthcare provision (European
Parliament, 2020). With these massive opportunities, however, came risks
and potential adverse effects linked to the use of Al Privacy and oth-
er personality rights, as well as discrimination and social justice, were
some of the areas where harms were already visible at an early stage of
Al development (O’Neil, 2016). They were later compounded by misinfor-
mation, cybersecurity and copyright protection concerns as Al systems
evolved.

The 2019 OECD Al principles were the first efforts to address the potential
harms and risks inherent in AI at an international level (OECD, 2019).
OECD members and many other states incorporated these principles into
their national Al strategies. In 2021, UNESCO Member States adopted
the Recommendation on the Ethics of Artificial Intelligence, in a bid to
set global standards for a human-centred AI (UNESCO, 2022). Following
on from these soft law initiatives, the Council of Europe (CoE) adopted
in 2024 the first binding international treaty on Al, focusing on human
rights, democracy, and the rule of law, with a risk-based approach (CoE,
2024).

It was in this emerging international normative context that the EU pro-
posed its Al Regulation in April 2021. Like the CoE Convention, the EU
proposed a risk-based approach, by which AI systems are classified ac-
cording to their impact and potential harm to safety and to human rights.
The Al regulation aims to create common EU requirements and standards
for a human-centred Al following a distinctly European value-based ap-
proach. The common standards would ensure that AI system providers
can operate seamlessly and according to equal requirements across the
EU (digital) single market.

Enter the first GenAl systems, launched by OpenAl in the shape of its
ChatGPT LLM in November 2022. This, and the subsequent launch of fur-
ther LLM models by other providers, put a new momentum on the trans-
versal adoption of AI by a wide public, both corporate and private. It also
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raised the stakes on an economic and geopolitical level, leading to a new
global race for leadership and control over the infrastructure, hardware
and data necessary for the development of Al systems.

The EU decided towards the end of 2023 to amend its almost finalised
Al Regulation by inserting a special chapter outlining obligations for
providers of so-called general-purpose AI (GPAI) models, another termi-
nology for GenAI models. GPAI models were classified into those with a
systemic risk and normal GPAIs, adding to the existing classification of
prohibited Al practices, high risk AI and limited risk Al The systemic risk
of a GPAI is evaluated by its potential impact on society, measured by the
computing power used during its training. GPAI with a systemic risk need
to be reported to the European Commission. On the other hand, high-
risk AI systems are identified according to the risk that they may harm
the health, safety, or fundamental rights of individuals. The AI regula-
tion also forbids a number of AI uses that are deemed as posing an inac-
ceptable risk to fundamental rights, such as for example predictive polic-
ing. Providers of AI systems have to follow specific security, transparen-
cy, documentation and registration requirements, depending on their risk
classification. High-risk Al system providers also need to perform specific
risk assessments and undergo conformity assessments and CE marking of
their systems before placing them on the market.

The AI Regulation is part of the EU’s wider digital agenda, also known as
the Digital Decade 2030, to transform Europe into a digitally sovereign,
resilient, and competitive continent. Because of the transversal nature of
many Al systems, the Al Regulation is intertwined with a range of other
digital rules. For example, it strongly interacts with the GDPR and oth-
er EU data acts, because Al system providers use large amounts of train-
ing data and gather inputs from users, which makes them controllers of
personal data. There is also a strong link to the Digital Services Act (DSA)
as online platforms use Al widely in their recommender systems and in
content moderation. EU cybersecurity rules, such as the Network Infor-
mation Security Directive (NIS2) or the Cyber Resilience Act, may also
strongly affect high risk and GPAI systems. Systems security and robust-
ness may have a crucial impact on operational reliability and accuracy of
AI models. Further links exist with the ex-ante competition rules of the
Digital Markets Act (DMA), which apply to platform services providing
Al systems that are classified as digital gatekeepers. Finally, the EU Copy-
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right Directive regulates the copyright exceptions for text and data min-
ing, which AI service providers may attempt to exploit when gathering
training data from various publicly available sources. These interactions
are complex and often enter uncharted legal territory.

On 19 November 2025, the European Commission proposed a Digital Om-
nibus package which aims to simplify the canon of digital rules under
the digital agenda, including the AI Regulation. This package proposes,
amongst others, delaying the application of the obligations for high-risk
Al systems, which is currently set for 2 August 2026, to a later time, no lat-
er than the end of 2027, when relevant technical standards and support-
ing legislation have been finalised. It would also allow high-risk Al system
providers to process sensitive data for the purpose of bias detection and
correction. The Digital Omnibus will still need to be approved by the Eu-
ropean Council and the European Parliament, which could result in fur-
ther changes to this initiative.

For EU Member States such as Luxembourg, the challenges — as with
many other laws of the digital agenda — lie with the regulatory capacities
needed to apply and enforce these rules at the national level. The AI Regu-
lation straddles various other sectors and areas, which requires adminis-
trative cooperation and expertise across various authorities. Meanwhile,
EU-wide cooperation with other Member States and the European Com-
mission also needs to be developed. In addition, the AI Regulation can
only be properly implemented with supporting technical standards and
guidelines, which will require resources, specific technical expertise and
time to develop. This can be an uphill struggle considering the fast and
competitive pace of development in the AI sector. As a Regulation, the
EU’s Al rules apply directly to the legal system of Luxembourg (and all
other Member States), leaving the country virtually no margin during im-
plementation. An exception can be seen in the obligation to establish reg-
ulatory sandboxes. This allows Member States, like Luxembourg, to pro-
vide a controlled environment for the testing and experimentation of in-
novative Al models and systems during development and the pre-market-
ing phase, and under regulatory supervision.
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Al is reshaping schooling at a systemic level. It analyses data, automates
processes, and generates content, thereby affecting diagnosis, lesson de-
sign, assessment, and learning organisation. The OECD’s Digital Education
Outlook 2023 frames Al as one component of a wider digital education
ecosystem that requires trustworthy data and infrastructure, interoper-
ability across platforms (e.g., learning management systems, student in-
formation systems, data repositories), and clear governance covering pri-
vacy, transparency, and accountability (OECD, 2023).

Beyond tools, the central challenge is cultivating a reflexive learning cul-
ture in which responsibility, transparency, and human control guide use,
so that new pedagogical opportunities and ethical/didactic risks are both
recognised and managed (Fu et al., 2024). This perspective aligns with
theories that frame education within an intensifying “digital condition”
marked by communality, referentiality, and algorithmicity (Stalder, 2016),
and with the account of deep mediatization, i.e., the deep embedding of
media infrastructures in social practices and institutions (Hepp, 2020).

Empirical developments are already visible. The National Youth Report in
Luxembourg indicates that Al is changing how knowledge is produced,
taught, and assessed, and that teacher roles and student-teacher relations
are shifting (Biewers Grimm et al., 2025). In classrooms, Al-driven plat-
forms can analyse individual progress and provide adaptive tasks, while
analytic tools return feedback on lesson trajectories. A large evaluation
by the Education Endowment Foundation found that teachers using Chat-
GPT with a structured guide reduced lesson-planning time by about 31%
without observed reductions in the quality of materials (EEF, 2024). Sim-
ilar reviews report that LLM-supported tools can generate high-quality
tasks and feedback, provided that pedagogical oversight and subject-mat-
ter checking remain in place (Alfarwan, 2025; Zhao, 2025). A follow-on
randomised controlled trial with Oak National Academy’s Aila planner is
now recruiting subjects to test workload and quality at scale (National
Foundation for Educational Research, 2025).
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Early-warning systems illustrate both promise and caution. Using large
longitudinal datasets, machine-learning models can identify learning
risks early. For example, one study predicted upper-secondary dropout as
early as the end of primary school with moderate accuracy (Psyridou et
al., 2024). These datafied forms of steering show how far Al is reaching
into pedagogical processes: data are becoming not just the centre of en-
quiry, but also instruments for shaping teaching and learning—what
scholars term algorithmic governance in education. There is an oppor-
tunity for personalised support and efficiency; however, the trade-off is
that teachers will increasingly interact with decision systems whose crite-
ria or weightings may not be fully transparent (OECD, 2023; Williamson,
2017; Williamson & Eynon, 2020).

3.1 Pedagogical potentials and risks

A central promise of Al in schools is the personalisation and individu-
alisation of learning. The evidence that has accumulated for intelligent
tutoring systems indicates sizeable average learning gains in controlled
evaluations. Effectiveness depends on subject, alignment to assessments,
and implementation fidelity (Kulik & Fletcher, 2016; Ma et al., 2014; Steen-
bergen-Hu & Cooper, 2013). More recently, a randomised controlled trial
in introductory college physics found that a custom GPT-4 tutor designed
with research-based practices produced significantly larger learning
gains in less time than in-class active learning, while increasing engage-
ment and motivation (Kestin et al., 2025). These results are promising but
context-specific; they underscore that design and teacher orchestration
matter (Pane et al., 2015; Pane et al., 2017).

Complementing this body of evidence, a recent meta-analysis of 51 exper-
imental and quasi-experimental studies provides robust evidence for the
pedagogical potential of generative Al in learning contexts. Across the in-
cluded studies, ChatGPT demonstrated a large positive effect on students’
learning performance and moderate positive effects on learning percep-
tion and higher-order thinking (Wang & Fan, 2025). The analysis found
that impact was strongest in problem-based learning models and skills-
and competence-oriented courses, particularly when interventions lasted
between four and eight weeks. These findings indicate that Al-support-
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ed tutoring systems can meaningfully enhance conceptual understanding
and engagement when pedagogically aligned and scaffolded, though their
effectiveness varies depending on context, duration, and instructional de-
sign.

Beyond direct learning effects, AI can also reduce administrative and
repetitive workload (e.g., auto-grading, item analysis, differentiation sug-
gestions), freeing up time for individual guidance. Reviews and commu-
nity position papers stress that impact is greatest where Al is transparent
and supports—rather than substitutes—professional judgment (Holmes
et al., 2022). There are inclusive benefits: text simplification, translation,
text-to-speech, and captioning can lower access barriers for learners with
linguistic or visual needs. International guidance recommends that Al
tools in education be rights-based, privacy-protecting, and accessible by
design, with human oversight and sustained teacher capacity-building
(UNESCO, 2023). In all cases, effective use depends on reflective imple-
mentation that aligns technological affordances with didactic intentions.

With these potentials come non-trivial risks. Systematic reviews show
that algorithmic bias in educational AI can misclassify or mispredict per-
formance - especially for socio-economically disadvantaged or linguisti-
cally/culturally diverse students - which leads to unequal support (Baker
& Hawn, 2022). Within learning analytics, recent studies probe bias and
fairness in widely used models such as Bayesian Knowledge Tracing:
aggregate performance can appear unbiased while particular skills or
subgroups exhibit systematic disparities, underscoring the need for sub-
group audits (Stinar et al., 2025; Zambrano et al., 2024). UNESCO and the
OECD have called for transparency, auditing, and impact assessments that
surface model assumptions and limits and for governance that separates
pedagogical functions from commercial data extraction (OECD, 2023; UN-
ESCO, 2023; Williamson & Eynon, 2020). Schools should require vendors
to provide model cards and impact statements documenting training-data
provenance, subgroup performance, and known limitations, and to ex-
pose independent audit hooks for periodic review, so that Al remains ped-
agogically governed rather than platform-driven (UNESCO, 2023).
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3.2 Teacher professionalisation and
school capability

Successful integration depends on teacher expertise and school capacity.
Evidence from the OECD indicates that acceptance and effectiveness rise
when professional development, infrastructure, and collegial support are
in place; lack of training yields uncertainty and extra workload. The
OECD Outlook highlights teachers’ Al literacy to understand techniques,
critically assess model outputs, and use Al creatively in instruction
(OECD, 2023). These needs are mirrored in national youth reporting for
Luxembourg, which highlights teachers’ technological, ethical, and didac-
tic competence requirements for meaningful Al use.

3.2.1 Student Al literacy and cognitive load

Students likewise need a baseline understanding of what AI is, how it
works, and its limits. Work on Al literacy proposes competency frame-
works (data, models, training, ethics) that do not require coding and
shows that targeted programmes can improve knowledge, critical think-
ing, and ethical reflection (Long & Magerko, 2020). From a learning-sci-
ence perspective, Cognitive Load Theory cautions that generative systems
can produce voluminous but not instructionally sequenced content; unfil-
tered outputs may overwhelm younger learners. Design tactics to manage
intrinsic and extraneous load (worked examples, segmentation, modali-
ty, variability) remain essential (Paas et al., 2020; Sweller et al., 2019). The
implication is that outputs from systems like chatbots should be peda-
gogically filtered, contextualised, and embedded in existing learning se-
quences to avoid shallow or merely reproductive learning.

3.2.2 Age-appropriate didactic integration

Implementation should be age-graded.

e Lower secondary (approx. ages 10-15): spaced vocabulary practice,
reading fluency, formative checks, and learning-status diagnos-
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tics—paired with clear goals, intuitive interfaces, and immediate
teacher-mediated feedback.

e Upper secondary (approx. ages 15-19): writing support, simulations,
and data-driven reflection on study habits - under the condition that
students understand system limits (bias, hallucinations) and can jus-
tify their use. OECD recommends coupling adoption with evaluation,
governance, and instructional design support (OECD, 2023).

This is also in line with the current recommendations outlined in Luxem-
bourg’s KI-Kompass (SCRIPT, 2025).

3.2.3 Supporting schools in implementing safe and
effective Al use

For schools to implement Al in a safe, equitable and pedagogically mean-
ingful way, targeted support and awareness activities are required. BEE
SECURE can play a key intermediary role by translating technical and eth-
ical standards into practical guidance, resources and training. The follow-
ing areas outline where BEE SECURE can strengthen its contribution to
school-based Al literacy and safe implementation practices:

1. Promote transparency literacy: Provide workshops and materials that
help teachers and students understand why Al systems produce cer-
tain outputs or scores, and how to interpret uncertainty or bias indi-
cators (UNESCO, 2023).

2. Raise awareness of bias and data diversity: Develop training modules
that explain algorithmic bias, subgroup disparities and fairness, in-
cluding classroom-ready examples. Require vendors to publish sub-
group bias tests and allow school-level validation (Baker & Hawn,
2022).

3. Empower human oversight: Emphasise the teacher’s role as final deci-
sion-maker in the use of Al tools and grading; communicate limits of
automation in high-stakes contexts (Holmes et al., 2022; OECD, 2023).

4. Provide data-protection guidance: Continue to translate complex data-
governance principles into accessible teaching resources and parent
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information: separate learning analytics from commercial profiling;
use strict contracts for retention and access (UNESCO, 2023;
Williamson & Eynon, 2020).

5. Teacher and student Al literacy: provide sustained professional devel-
opment and student curricula aligned to Al-literacy competencies; in-
clude hands-on critique of AI outputs (Long & Magerko, 2020; OECD,
2023).

6. Promote cognitive-load-aware Al use: Support teachers in designing
tasks where Al use enhances — not overwhelms - learning, e.g. scaf-
folded activities with worked examples and fading prompts; embed Al
outputs into structured tasks (worked examples — faded prompts — in-
dependent practice); avoid raw dumps of long, unsequenced text (Paas
et al., 2020; Sweller et al., 2019).

Beyond optimisation of outputs, education aims at subjectification, orien-
tation, and responsibility. In this sense, Al can support—but must not re-
place—those pedagogical processes through which students come to judg-
ment and agency (Biesta, 2010).
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Young people in Luxembourg are navigating a rapidly evolving digital
ecosystem shaped by artificial intelligence and pervasive online media.
While international studies highlight the impact of screen time and social
media on adolescent well-being, national data reveal a sharp rise in Al
use among students and young adults, alongside persistent challenges
such as cyberbullying, disinformation, and algorithmic manipulation (see
Schumacher et al.,, 2025). These developments underscore a dual reality:
Al offers new opportunities for learning and inclusion, yet amplifies ex-
isting social inequalities and introduces complex risks to mental health,
privacy, and democratic participation. Understanding these dynamics is
essential for designing effective prevention strategies and educational
frameworks that foster resilience and critical Al literacy.

4.1 Online Practices and Media
Consumption

While artificial intelligence is increasingly shaping the digital spaces in
which young people interact, learn, and communicate, to our knowledge
large-scale studies have yet to investigate its impact. However, the broad-
er effects of intensive online communication and screen exposure on
young people’s well-being are already visible in international monitoring
data. For instance, the Health Behaviour in School-aged Children (HBSC)
studies provide valuable evidence over time on these dynamics across
Europe, including Luxembourg.

Digital communication and screen-based activities have become a central
part of adolescents’ daily lives in recent years. In 2022, the international
HBSC study (Boniel-Nissim et al., 2024) reported that 36% of adolescents
across Europe were in continuous online contact with their friends or
other people. Girls were more likely than boys to maintain such contact
and this gender gap increased with age. The same study shows that gam-
ing is another dominant screen-based activity among adolescents (Boniel-
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Nissim et al., 2024). Approximately one in five adolescents met the cri-
teria for problematic gaming behaviour, with higher prevalence among
boys (26%) than girls (8%), and the proportion of problematic gamers in-
creased with age.

Problematic social media use (PSMU) affected 11% of adolescents across
the WHO European Region (Boniel-Nissim et al., 2024). However, contrary
to problematic gaming behaviour, it was more prevalent among girls
(14%) than boys (8%). The gender gap also widened with age, particularly
among 15-year-olds. In Luxembourg, the prevalence of problematic social
media usage increased from 5.9% in 2018 to 9.1% in 2022 (Catunda et al.,
2024), reflecting a similar growing engagement on online interaction, es-
pecially for girls (7% to 12%) (HBSC Luxembourg, 2023). During the same
period of time, cyberbullying victimisation also increased from 11% to
13%, with a particularly sharp increase among 13- to 14-year-olds (from
11% to 16%) (HBSC Luxembourg, 2023).

The HBSC 2022 Luxembourg survey also reveals that almost one in five
adolescents felt lonely “most of the time or always” in the past 12 months,
with a higher prevalence among girls (24.1%) compared to boys (12.0%)
and increasing with age (10.3% of 11- to 12-year-olds; 23.7% of 17- to
18-year-olds) (Catunda et al., 2023). These findings align with broader Eu-
ropean HBSC results. Across Europe, 15-year-old girls have the highest
rates of loneliness: 28% reported feeling lonely, whereas for boys of the
same age this proportion is 13% (Cosma et al., 2023). While loneliness was
only measured in 2022, a sharp increase can be observed in other men-
tal health indicators. For instance, multiple psychosomatic health com-
plaints (an indicator of mental distress) rose from 36% in 2018 and 44%
in 2022 (Cosma et al., 2023); while in Luxembourg, it went from 40.1% in
2018 to 48.8% in 2022 (HBSC Luxembourg, 2023) (Catunda et al., 2023).
For girls, the increase was steeper: from about 49.1 % in 2018 to 62.3% in
2022, while for boys it increased from about 31.0 % to 35.4 % in the same
period.

The recently published Medialux 2024 report highlights that digitalisation
has led to an ecosystem dominated by internet and social media, where
young users (18-24) spend up to 5.5 days per week on social platforms
and increasingly rely on Al tools (50% use AI weekly) for information
(Kies & Lukasik, 2024). This shift raises concerns about cognitive short-
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cuts: generative Al reduces the effort of cross-checking sources, poten-
tially weakening critical thinking and fostering opinion homogenisation.
Social media algorithms amplify personalisation, creating filter bubbles
that limit exposure to diverse viewpoints, especially among youth, who
are most affected. Combined with the prevalence of disinformation (60%
encounter fake news often) and lower verification habits among younger
users (34% rarely check facts), these dynamics heighten vulnerability to
manipulation. Moreover, influencers play a growing role in shaping opin-
ions (85% exposure among those 18-24 years old), blurring lines between
credible and non-credible sources. According to the internal staff survey,
advisors report that young people’s engagement with Al systems is often
driven by curiosity and shaped by situational impressions such as find-
ing the tools “exciting”, “helpful”, or “personal”. These practitioner obser-
vations underscore the need to strengthen critical evaluation skills in Al-
mediated information environments.

Empirical findings further show that young people use Al tools in a va-
riety of ways: as an alternative to human support, as linguistic support
in Luxembourg’s multilingual context, for entertainment and creative
leisure activities, with a focus on time-saving, and for the development
of competencies (Langehegermann et al., 2025)—this latter aspect being
closely linked to processes of self-directed learning. Accordingly, young
people increasingly rely on digital tools for autonomous learning, with
younger users (16-20) more frequently turning to Al-based tools and lan-
guage models, while young adults (21-29) preferentially engage in more
structured, certified online courses (Bulut et al., 2025, p. 106). At the same
time, the Medialux 2024 report highlights ambivalent effects: while dig-
ital environments enable participation, creativity and social connection,
they also intensify challenges related to self-regulation, time manage-
ment, peer pressure and exposure to online risks such as cyberbullying
and unwanted sexual contact.

4.2 Digital Competence and Educational
Inequalities

Non-formal educational settings are likewise increasingly understood in
international research as key contexts for the development of critical (AI-
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related) media competences, as they are closely tied to young people’s
everyday lives, place relationships and trust at the centre, and organise
learning processes in more dialogical and participatory ways than many
formal settings (Iske & Kutscher, 2020). Studies on (digitalised) youth life-
worlds and on the role of non-formal and informal education indicate
that open youth work and youth organisations, in particular, provide im-
portant spaces in which young people can reflect on their media prac-
tices, ask questions and address inequalities in the access, use and inter-
pretations of digital technologies (Pawluczuk, 2023; Fujii, Hittmann, &
Kutscher, 2020; Kutscher et al., 2020).

The qualitative sub-study of the Luxembourg Youth Report 2025 (Biewers
et al, 2025 forthcoming) illustrates how non-formal education con-
tributes to preparing young people for dealing with AIl: awareness-raising
conversations, low-threshold information, thematic projects and peda-
gogically guided everyday experiences with Al are described by young
people as key learning opportunities. Informal “doorstep conversations”
about concrete problems or unsettling user experiences strengthen their
capacity to reflect on risks, opportunities and courses of action when
engaging with AI, while exchanges with peers in these settings are im-
portant for negotiating Al-related knowledge, articulating youth-cultural
practices and educational concerns around the technology, and learning
from one another (Biewers et al., 2025, forthcoming). These findings res-
onate with recent European work that conceptualises non-formal edu-
cation and youth work as suitable contexts for building digital and AI-
related competences, fostering critical-reflexive attitudes and specifical-
ly qualifying pedagogical professionals for Al-related topics (Vermeire et
al., 2023; Kechagias, 2025; Council of Europe-Youth Sector, 2023; Biewers,
Latz, & Weis, 2025). Moreover, the findings of the Luxembourg Youth Re-
port suggest that non-formal educational spaces are also used as places of
relaxation and relief from digitality, in which analogue experiences and
peer interaction are deliberately preferred (Biewers et al., 2025).

These findings on young people’s mental health and well-being under-
score the broader social and educational implications of digitalisation. In-
creasing screen exposure, online interaction and the emotional pressures
of digital life do not only affect adolescents’ health but also intersect with
learning opportunities, motivation, and school engagement. Against this
background, it is essential to consider how structural inequalities in ac-
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cess to resources, digital competences, and language skills further shape
young people’s ability to benefit from digital learning environments. This
link becomes particularly evident when examining national education
data for Luxembourg.

The National Education Reports for Luxembourg (2015, 2018, 2021, 2024),
together with the international studies ICILS (Fraillon, 2024) and PISA
(2018), highlight persistent educational inequalities in Luxembourg -
both at the primary and secondary level as well as in higher education.
Children and young people from socio-economically disadvantaged fami-
lies, as well as learners who speak a language other than Luxembourgish
or German at home, continue to show lower average levels of academic
achievement and competence. The most recent ICILS 2023 results further
confirm this pattern in the domain of digital competences. Luxembourg
ranks among the countries with the largest socio-economic disparities in
Computer and Information Literacy (CIL): students from households with
a low socio-economic status (ISEI < 50) achieved an average of 472 points,
while those from higher-status households (ISEI = 50) reached 531 points
—a gap of 59 points, far above the international ICILS average.

Importantly, the ability to identify false or misleading information is an
integral part of the competences measured under CIL. In particular, the
first domain - “Accessing and evaluating information” — plays a key role
in this regard. The ICILS framework indicates that insufficient CIL compe-
tences make young people more vulnerable to Al-generated disinforma-
tion, algorithmic manipulation and populist narratives, thereby posing a
potential threat to informed democratic participation. Strengthening CIL
therefore represents a fundamental prerequisite for developing Al liter-
acy, understood as the ability to critically analyse, interpret and use Al-
based information and communication systems in a democratic and re-
sponsible way. This finding illustrates how strongly digital competences
in Luxembourg remain tied to social background, even in one of Europe’s
wealthiest and most digitally advanced societies.

This close link between digital competence, critical thinking and democ-
ratic participation also determines how effectively young people can en-
gage with artificial intelligence in learning contexts. In particular, those
with limited CIL skills are less equipped to use Al tools critically and are
therefore more likely to rely on them unreflectively. In this context, Al-
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supported chatbots can serve as valuable individual learning partners or
tutoring systems — provided that students possess the necessary compe-
tences to use these tools effectively and critically. This potential is par-
ticularly relevant for children whose parents or guardians are unable to
support them with schoolwork, either because they do not speak the lan-
guage of instruction or lack the necessary educational background. For
these learners, Al tools can act as accessible learning companions, offer-
ing explanations, practice exercises and personalised feedback to help
bridge learning gaps at home. As many young people already use Al tools
in their everyday lives, the integration of such technologies into formal
education makes the development of robust Al literacy indispensable.

The recently published KI-Kompass (SCRIPT, 2025) reflects this under-
standing and, in line with international research, defines three key learn-
ing dimensions: learning without Al, learning with Al, and learning about
AI - the latter serving as the foundation for all competent Al use. The
findings of the SCRIPT survey on artificial intelligence in education (Sum-
mer 2025) complement the quantitative data collected in the Epreuves
Standardisées (EpStan) 2023 and 2024, providing current insights into stu-
dents’ perceptions, usage patterns and attitudes.

While the EpStan results primarily reveal that the proportion of grade 9
students using ChatGPT or other Al tools on their school iPads increased
from 18.7% in 2023 to 33.5% in 2024, the SCRIPT data demonstrate that ar-
tificial intelligence has now become an established element of everyday
school life. According to the survey, around 40% of students use Al tools
at least once a week, mostly for supportive purposes such as explaining
terms, searching for information, translating, or simplifying texts.

At the same time, the results confirm a continuing ambivalence in dealing
with Al: teachers tend to perceive it both as an opportunity and a risk,
whereas students are generally more optimistic and assess themselves as
significantly more competent in using the technology. Both groups agree
that Al-related competencies should systematically become part of the na-
tional educational mission—an objective supported by 77% of students
and 95% of teachers. The growing usage rates reported in the EpStan
surveys can thus be situated within a broader educational policy frame-
work that marks a shift from individual experimentation to an increas-
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ingly institutionalised engagement with artificial intelligence within Lux-
embourg’s school system.

Since the launch of the KI-Kompass, all teachers have gained IAM-based
access to the Fobizz platform, which provides data-protection-compliant
Al tools, training courses and teaching materials to support the safe, eth-
ical and pedagogically sound integration of Al in teaching practice. By
the end of 2025, students are also expected to receive regulated access to
these tools, further advancing Luxembourg’s capacity to implement AI lit-
eracy at scale.

At the same time, the risks associated with digitalisation and Al continue
to evolve. Data from the Youth Survey Luxembourg 2024, the OEJQS Fact-
sheet 01/25 (2025) and the BEE SECURE Radar 2025 indicate that cyber-
bullying is a widespread and persistent issue among young people in Lux-
embourg. Results published in the National Youth Report 2025 and based
on the 2024 wave of the Youth Survey Luxembourg - a representative on-
line survey with 4,779 fully completed and analysable questionnaires —
show that, among primary and secondary school pupils, girls are more
frequently victims of cyberbullying, whereas boys are more often report-
ed as perpetrators. Moreover, younger pupils aged 12 to 15 report sub-
stantially higher levels of cyberbullying experiences than older adoles-
cents and young adults, experiencing cyberbullying almost twice as of-
ten as 16- to 25-year-olds (Bulut et al., 2025, p. 121). The OEJQS Factsheet,
based on a representative sample of 1,523 adolescents and young adults
aged 12 to 29, found that around one in three respondents (32%) had ex-
perienced cyberbullying at least once, with 16% reporting incidents with-
in the past year. The BEE SECURE Radar, drawing on an online survey
of 916 young people aged 12 to 30, reports similarly high levels of vic-
timisation: among 12- to 16-year-olds, 44% state that they have experi-
enced cyberbullying at least once, while 30% reported incidents between
June 2023 and June 2024 (equivalent to 10% of all respondents in that age
group). Among 17- to 30-year-olds, 44% report lifetime experiences of cy-
berbullying, and 4% report cyberstalking during the same period.

In the emerging era of generative artificial intelligence, these findings ac-
quire new urgency. Al-driven technologies — such as image and video ma-
nipulation tools, deepfake generators and synthetic voice cloning - are
amplifying the forms and reach of online harassment. Fabricated inti-
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mate images, Al-assisted impersonation and algorithmically boosted hate
campaigns introduce new dimensions of harm that are harder to detect,
trace, and prevent. These developments underscore the growing need to
integrate Al-related risks into prevention and awareness programmes.

Against this backdrop, the continuous adaptation of BEE SECURE’s edu-
cational and preventive activities is essential. Embedding Al-related risks
into its training programmes for children and youth (with a particular fo-
cus on 12- to 15-year-olds), as well as for parents and educators, is key to
ensuring that all stakeholders can recognise, assess and respond appro-
priately to Al-mediated threats such as deepfake pornography, synthetic
sextortion, or Al-enhanced bullying. By systematically fostering Al litera-
cy, ethical awareness and digital resilience, BEE SECURE can play a piv-
otal role in preparing young people to navigate an increasingly algorith-
mic and Al-driven online world safely and responsibly.

The evidence highlights a dual challenge for Luxembourg: while Al-dri-
ven technologies offer new opportunities for learning, they simultaneous-
ly reinforce existing social and educational inequalities and contribute to
rising mental health concerns among young people. Strengthening Al lit-
eracy across all age groups, ensuring equitable access to trustworthy tech-
nologies, and promoting well-being in online environments are therefore
essential steps towards empowering the next generation to participate
safely, critically and confidently in a rapidly evolving digital society.

4.3 Vulnerable Groups and Al-Related
Risks

In addition to the inequalities within the education system, other im-
balances exist in the distribution of risks associated with Al Vulnerable
groups are particularly affected in this regard. Although data on this topic
is limited in Luxembourg, some guidelines can be derived from general
research.

The literature on digital risks among youth notes that young people, espe-
cially adolescents, constitute an especially vulnerable audience because
of their high exposure to digital environments and their still-developing
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capacity to perceive and manage online risks. Similarly, in the AI con-
text, vulnerable populations include groups such as women, racial mi-
norities, refugees, and those with lower socioeconomic status, who are
often underrepresented in datasets and are excluded from decision-mak-
ing processes that shape Al technologies (Shanklin et al., 2022, Green et
al.,, 2024). These vulnerabilities are particularly relevant to young peo-
ple, who are the most frequent and intensive users of digital technologies.
High exposure, coupled with a lower perception of risk and higher trust
in online environments, increases their digital vulnerability (Byrne et al.,
2016). However, Byrne et al. (2016) also argue that young people’s risk per-
ception is influenced by their online experiences, and they most frequent-
ly engage in activities they do not view as risky, a pattern that aligns with
Livingstone’s (2011) view that education can help mitigate vulnerability
to online risks. In the context of the National Youth Report — and in par-
ticular within the qualitative interviews with young people — the materi-
al indicates at several points that it is especially the younger adolescents,
aged approximately 12 to 14, who engage in an exploratory and experi-
mental use of new media and Al, while paying comparatively less atten-
tion to potential risks and dangers. As a result, they can be considered
more exposed and vulnerable than older adolescents.

Gender differences and inequalities deepen this vulnerability: while boys
consume and are exposed to more sexual content, girls are in general
more at risk of being the victims of said sexual content, in situations such
as sexting or sexual extortion (Villanueva Blasco & Serrano Bernal, 2019)
or pornographic deepfake content (Securityhero 2023). Empirical find-
ings from Luxembourg confirm pronounced gendered inequalities in dig-
ital risk exposure: girls are more frequently affected by negative online
experiences and unwanted sexual messages. According to the Youth Sur-
vey Luxembourg, around 67% of female adolescents report negative on-
line experiences, compared to 61% of male adolescents, and unwanted
sexual approaches are reported more than twice as often by girls than by
boys (Bulut et al., 2025, p. 117). Drawing on 36 in-depth interviews and
digital diaries with young people aged 12 to 29, the National Youth Re-
port 2025 further shows that girls frequently report experiences of exclu-
sion and harassment (Kackmeister et al., 2025), for instance within gam-
ing communities (Langehegermann et al., 2025). The literature confirms
that girls also experience more online harassment, social pressure, and
anxiety compared to boys (Carvalho et al., 2018). These emotional harms
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mirror technology-mediated trauma, with some arguing that Al-driven
systems, especially generative Al, can inadvertently re-traumatise users
by reinforcing bias or misinformation (Abdulai, 2024). Thus, while Al of-
fers opportunities for autonomy and engagement, it also introduces com-
plex psychological and social risks, particularly for digitally active youth.

Socio-economic disparities further shape digital vulnerabilities: adoles-
cents from lower socio-economic backgrounds report negative online ex-
periences more frequently (around 65%) than those from higher-status
households (57%) and are also more often confronted with unwanted sex-
ual requests (Bulut et al., 2025, p. 186). Qualitative findings from the Na-
tional Youth Report 2025 further underline that these risks are uneven-
ly distributed not only in terms of exposure, but also with regard to digi-
tal competencies (of both young people and their parents), available cop-
ing resources and support structures, especially within families (Meyers
et al., 2025, pp. 212). In this context, families who struggle to keep pace
with technological developments face particular challenges in relation to
Al technologies, limiting their capacity to effectively support and accom-
pany their children in developing meaningful and reflective Al use.

GenAl technologies encode biases from underrepresented datasets, lead-
ing to what Holmes (2018) describes as the reinforcement of exclusion
and “lack of belongingness” among marginalised users. LLMs can, for ex-
ample, misgender LGBTQ+ people, stereotype them or limit their expres-
sions (McAra-Hunter 2024). The reliance on data from WEIRD ((Western,
Educated, Industrialised, Rich, Democratic) societies (Henrich et al., 2010)
means that minority and non-Western populations, including youth from
different cultural backgrounds, are often misrepresented or ignored by
Al systems (Mihalcea et al., 2025). For young users, who are still forming
their identities, such misrepresentation can produce feelings of anxiety,
self-inadequacy, and alienation.

Despite these concerns, the literature suggests several pathways to ad-
dress these vulnerabilities. In the case of youth, enhancing digital literacy
and risk awareness can be a promising manner of empowering young
users to recognise and respond to online risks more effectively (Ramos-
Soler et al., 2018), and some scholars have encouraged participatory de-
sign as a manner of combating a lack of representation or misrepresenta-
tion (Solyst et al., 2023).
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4.3.1 Strategies for Supporting Vulnerable Groups

Building on the findings presented in this chapter, the data from national
and international studies reveal that vulnerability in the context of dig-
italisation and artificial intelligence is multi-dimensional. Socio-econom-
ic, linguistic, gender-related, developmental, and psychological factors in-
tersect to shape children’s and adolescents’ ability to participate safely
and equitably in an Al-driven society. Certain groups in Luxembourg are
particularly at risk of educational exclusion, online victimisation, or dig-
ital manipulation. The following table summarises the main vulnerable
groups of children and young people in Luxembourg in relation to Al-re-
lated and digital risks. It outlines the primary risk factors, the ways in
which artificial intelligence may amplify these vulnerabilities, and specif-
ic focus areas through which BEE SECURE can address them within its ex-
isting and future training, counselling, and awareness programmes.

TABLE 2: Overview of vulnerable groups of children and young people in
Luxembourg in relation to Al-related and digital risks, including primary
risk factors, Al-related amplifications, and recommended BEE SECURE fo-
cus areas.

Vulnerable

Group

Primary Risk Fac-

tors

Al-Related Ampli-

fication

Recommended Actions

Learners from

socio-economi-

cally disadvan-
taged back-

grounds

Multilingual

learners / chil-

Limited access to
devices and guided
digital learning;
lower CIL compe-
tences (ICILS 2023);
lower subjective
technical and oper-
ational competen-
cies in digital me-

dia use (YSL 2024).

Linguistic barriers

in formal educa-

Unequal access to
high-quality AI
tools; potential ex-
clusion from AI-
based learning in-
novations; difficul-
ties in meaningfully
appropriating and
navigating rapidly
evolving technolo-

gies

Al can bridge lan-

guage gaps (transla-

Strengthen Al literacy across all schools
with particular attention to learners from
less advantaged backgrounds; integrate
Al-related examples into existing BEE SE-
CURE workshops and classroom materials;
develop low-threshold, mobile-friendly
online resources that can also be used in-
dependently at home; systematically sign-

post Helpline services.

Create multilingual BEE SECURE resources

and webinars explaining safe and critical



dren from non-
Luxembourgish
or non-Ger-

man-speaking

tion; parents less
able to assist with

schoolwork.
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tion, explanation)
but uncritical use
may cause misun-

derstanding or bias.

Al use; translate or subtitle key parent
trainings (with AI); include examples of
cultural bias and translation errors in

awareness sessions; promote inclusive Al

homes literacy in collaboration with schools,
Maisons Relais and youth centres.
Children with- Lack of education- Over-reliance on Al Offer targeted BEE SECURE parent webi-

out effective
parental learn-

ing support

Girls and young

al guidance and
digital supervision

at home.

Higher exposure to

tutors; exposure to
misinformation or

biased feedback.

Deepfakes, “nudify-

nars on Al and online learning; produce
easy-to-understand guides for families
with low digital literacy; cooperate with
schools to provide supervised after-school
activities where safe AI use can be prac-
tised; highlight Helpline/K]T as a support

option.

Expand BEE SECURE’s gender-sensitive

women body-shaming, im- ing” apps, synthetic campaigns addressing Al-manipulated im-
age-based harass- sextortion and Al- ages and consent; include case-based mod-
ment and online assisted grooming ules on Al-generated sexualised content
shaming. intensify gendered and digital boundaries in youth work-

digital violence. shops; systematically communicate
Helpline/Stopline services for victims of
image-based violence.
Children and Greater likelihood Algorithmic bias Strengthen cooperation with community
youth with a of harassment re- and Al-driven hate- organisations and migrant associations;

migrant back-

lated to nationality,

speech amplifica-

include algorithmic bias and online dis-

ground ethnicity or reli- tion reinforce dis- crimination topics in BEE SECURE train-
gion. crimination. ings; develop multilingual campaigns pro-
moting counter-speech and inclusive on-
line culture; refer to Helpline/Stopline for
reporting hate content.
Adolescents Psychosomatic Al-enhanced ha- Integrate Al-related online safety into BEE
with low digital | complaints, loneli- rassment (voice SECURE’s mental-health and well-being

resilience or

ness, low self-es-

teem; higher sus-

cloning, imperson-

ation, automated

workshops; train SEPAS and youth work-

ers on recognising Al-mediated harass-
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mental-health

vulnerabilities

ceptibility to ma-

nipulation.

shaming) exacer-

bates distress.

ment; create resources on coping with
synthetic bullying; ensure clear referral
pathways to KJT/Helpline are communi-

cated.

Younger users
(early adoles-

cents 11-15)

Learners from

socio-economi-

cally disadvan-
taged back-

grounds

Limited cognitive
maturity and risk
awareness; rapid
growth of cyber-
bullying in this age

group.

Limited access to
devices and guided
digital learning;
lower CIL compe-
tences (ICILS 2023);
lower subjective
technical and oper-
ational competen-
cies in digital me-

dia use (YSL 2024).

Al-powered chat-
bots, deceptive
games, and synthet-
ic social interac-
tions blur real-vs-

fake boundaries.

Unequal access to
high-quality AI
tools; potential ex-
clusion from AI-
based learning in-
novations; difficul-
ties in meaningfully
appropriating and
navigating rapidly
evolving technolo-

gies

Include early-age modules on “real vs syn-
thetic” online content in BEE SECURE
school and non-formal trainings (e.g. up-
dates to Captain Kara, Superhelden, Ein
Sprung ins Netz); develop child-friendly
materials explaining Al-generated risks
(deepfakes, filters, chatbots); provide par-
ents with guidance on recognising manip-

ulative chatbots and synthetic content.

Strengthen Al literacy across all schools
with particular attention to learners from
less advantaged backgrounds; integrate
Al-related examples into existing BEE SE-
CURE workshops and classroom materials;
develop low-threshold, mobile-friendly
online resources that can also be used in-
dependently at home; systematically sign-

post Helpline services.

The overview in Table 2 shows that vulnerability to Al-related and digital
risks in Luxembourg is shaped by intersecting socio-economic, linguistic,
gender-related and psychological factors. Children from less advantaged
or low-support households, girls and young women, migrant youth and
emotionally fragile or younger adolescents (around 12 to 14 years old)
are particularly exposed to educational and safety risks intensified by AlI-
driven technologies. These patterns align with insights from the inter-
nal staff survey, in which advisors reported that cases involving deep-
fake-based sexualised harassment and “nudifying apps” disproportion-
ately affect girls, young women, and emotionally vulnerable adolescents.
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The survey findings therefore reinforce the relevance of these groups in
the context of Al-mediated sexualised violence.
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5 Reactions and Prevention

The following chapter evaluates the services offered by BEE SECURE with
regard to the integration of Al topics. The focus is on questions of cov-
erage as well as aspects of educational communication. The chapter also
deals with the ethical challenges arising from the work of a Safer Internet
Centre. Finally, suggestions are presented on how the work of BEE SE-
CURE can be adapted to the challenges of Al

5.1 Analysis of existing BEE SECURE
offerings

BEE SECURE, the Luxembourgish Safer Internet Centre, is part of a pan-
European initiative co-funded by the European Commission under the
Digital Europe Programme. Safer Internet Centres (SICs) operate across
EU Member States to promote a secure and empowering digital envi-
ronment for children and young people. Each centre typically combines
three core functions: an awareness node that develops educational cam-
paigns and resources on online safety; a helpline that offers confidential
advice on issues such as cyberbullying, privacy, and digital well-being;
and a hotline for reporting illegal online content, including child sexual
abuse material. Beyond these services, SICs foster youth participation
through advisory panels and collaborate internationally via the Better In-
ternet for Kids network. Their work reflects a broader European strategy
to enhance digital literacy, mitigate online risks, and uphold fundamen-
tal rights in the digital sphere. Internal survey data among BEE SECURE
staff indicate that trainers and advisors feel generally well prepared to
address Al-related questions across training sessions, awareness activi-
ties, and Helpline/Stopline support, which further strengthens the foun-
dation of the current service portfolio.

BEE SECURE’s activities are extensive: it delivers over 1,200 training ses-
sions annually in schools, youth centres, and community spaces, covering
topics from cyberbullying and sextortion to data privacy and misinfor-
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mation. A network of 15 freelance trainers plays a key role in identifying
emerging issues and engaging directly with students through youth pan-
els, ensuring that BEE SECURE remains attuned to the latest digital be-
haviours. Beyond training, BEE SECURE organises around 40 events per
year, including Safer Internet Day and thematic workshops, and regularly
launches national campaigns. One notable example is the Cyberjungle
campaign, which uses playful storytelling and Al-generated content to
raise awareness about deepfakes, sextortion, and romance scams under
the slogan “Gleef net alles am Netz” (“Don’t believe everything online”).
These campaigns are informed by Hot Topics meetings, in which BEE SE-
CURE collaborates with stakeholders to define priorities.

A distinctive feature of BEE SECURE is its Radar report, published annu-
ally to monitor trends in young people’s digital habits. Based on surveys
of thousands of students, parents, and educators, the Radar provides in-
sights into issues such as screen time, social media use, cyberbullying,
and perceptions of Al. For example, the 2025 edition revealed that
Snapchat and WhatsApp dominate among teens, while concerns about
sextortion and misinformation are rising sharply. The Radar serves as an
evidence-based tool for policymakers, educators, and parents, guiding na-
tional strategies like the sécher.digital action plan. Alongside this, BEE SE-
CURE publishes guidelines, news, and educational materials tailored to
different audiences, reinforcing its role as a central resource for digital
literacy and online safety in Luxembourg

BEE SECURE pursues a multidimensional approach to the prevention and
intervention of digital risks. This includes the services Helpline and Sto-
pline, both based at the Kanner-Jugendtelefon (KJT), a wide range of train-
ing and awareness-raising activities for children and young people, as
well as events for parents and educational professionals. In addition, BEE
SECURE regularly publishes information materials and guidance docu-
ments aimed at promoting media literacy and digital safety.

5.1.1 Stopline and Helpline

The Stopline serves as Luxembourg’s national reporting hotline for illegal
online content and is operated by Kanner-Jugendtelefon (KJT) with na-
tional BEE SECURE partnership. It is a member of the International Asso-
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ciation of Internet Hotlines INHOPE) and operates in line with INHOPE’s
binding Code of Practice. The Stopline receives, assesses and forwards re-
ports of potentially illegal online material to the Police Grand-Ducale and,
through the INHOPE network and the ICCAM platform, to international
partners such as INTERPOL. Its primary focus lies on identifying and fa-
cilitating the removal of child sexual abuse material (CSAM), including an
increasing number of synthetically generated depictions and deepfakes
involving minors.

The Helpline provides confidential counselling for children, young peo-
ple, parents and teachers on all questions relating to safe and responsible
internet use. Counselling is available by telephone, online chat and email.
While telephone calls are anonymous, written forms of contact (chat or
email) are confidential but not anonymous. The Helpline is part of the Eu-
ropean Insafe network, which is coordinated by the European Commis-
sion under the Better Internet for Kids programme, and provides guid-
ance and emotional support in case of Cyberbullying, data protection con-
cerns, and other online risks.

Both services make a vital contribution to strengthening the digital re-
silience and safety of young people in Luxembourg. They operate in ac-
cordance with European quality standards, are internationally connected
(INHOPE, Insafe), and firmly embedded within the national child-protec-
tion framework.

In recent years, the digital risk landscape has changed considerably.
Alongside traditional CSAM, there has been a marked increase in Al-gen-
erated abuse material (“synthetic CSAM”) and deepfakes depicting real
children or adolescents in sexualised contexts. Algorithmically amplified
hate speech, disinformation and fraud schemes involving AI components
- such as fake identities or chatbots — are also on the rise. In addition to
established topics such as cyberbullying, data protection, excessive media
use and risky online challenges, there has been an increase in deepfake-
based cyberbullying cases, nudifying apps, and Al tools that generate in-
timate forgeries leading to sextortion or digital blackmail.

Although systematic statistical data collection on Al-related reports does
not yet exist, Helpline and Stopline staff confirm the growing relevance
of such cases in their daily counselling and reporting practice. Establish-
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ing a structured monitoring and statistical analysis of Al-related phe-
nomena would therefore be advisable to identify trends and target
preventive action more effectively. Despite the absence of systematic
case statistics, the internal staff survey shows that Helpline and Stopline
advisors generally feel confident in handling Al-related incidents and are
able to draw on established procedures and professional routines when
supporting affected users.

Within the framework of international hotline cooperation — particularly
within the INHOPE network, of which the Luxembourg Stopline is an ac-
tive member - several key themes and reporting categories can be identi-
fied that have gained new momentum through the use of Al. According to
the INHOPE Annual Report (2024), three main developments can be ob-
served across member hotlines:

1. Asignificantincrease in deepfake-related CSAM, including synthetical-
ly generated depictions of minors;

2. A shift of illegal content to encrypted or difficult-to-monitor platforms
(e.g. Telegram);

3. A growing connection between Al tools and online offences, as easily
accessible image generators and chatbots are increasingly being used
to prepare or conceal criminal acts.

More generally, Al technologies are also being used to conceal identities,
manipulate images or text, and create fraudulent digital profiles or phish-
ing schemes that mimic real individuals. While not all such cases are
criminally relevant, they represent a new layer of technical and ethical
complexity in hotline and counselling work, requiring continued moni-
toring and specialised staff training. According to the internal staff sur-
vey, these Al-mediated forms of sexualised harm are perceived by ad-
visors as particularly demanding and emotionally challenging, often re-
quiring extensive guidance, reassurance, and safety planning during
Helpline interactions.

Through regular participation in national and international training pro-
grammes, supervision and network exchanges, staff members ensure
high professional standards and maintain up-to-date expertise in ad-
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dressing emerging digital phenomena, including synthetic CSAM, deep-
fake-based harassment, and Al-supported online manipulation. Accord-
ing to the internal staff survey, these training opportunities are perceived
as highly effective and contribute significantly to advisors’ sense of confi-
dence when dealing with Al-related cases in their daily practice. The con-
tinuous professional development safeguards the consistent application
of established procedures and ensures that Luxembourg’s Stopline and
Helpline services continue to play a leading role in child online protec-
tion.

5.1.2 Publications

BEE SECURE’s publications are freely accessible online, providing an eas-
ily available and low-threshold way to obtain information about digital
risks and protective measures.

TABLE 3: BEE SECURE publications: Al relevance and suggested content
updates.

Publication Al relation Recommended additions/updates

(keywords)

BEESECURERadar 2025

Rapport d’activité 2024

Thematischer Beitrag

»KI— Chancen & Risiken“

Yes — analyses Al awareness,

deepfakes and the AI Act.

Yes - reports on Al training and

deepfake campaigns.

Yes - explains AI, machine

learning and the AI Act.

Multimodal generators, voice cloning,

latest legislation.

Evaluation of the campaigns, AI Act

links, AI voice cloning.

Generative models, voice cloning, use

in the classroom.

Poster ,,Passworter der

Schiiler verwalten“

Thematischer Beitrag
»Multi Level Marketing
& Co.“

No - password tips.

No - explains MLM.

Passkeys, two factor authentication,

Al password cracking risks.

Warning about Al trading bots, deep-

fake advertising, Al bots.
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6 Thematischer Beitrag No - defines hate speech. Al generated hate speech, algorithmic
»,Hate Speech” moderation.
7 Thematischer Beitrag No - UX manipulation. Al based personalised dark patterns,
,Dark Patterns“ regulation.
8 Ratgeber ,,Bist Du Opfer No - explains bullying and the Deepfake bullying, voice cloning, Al
von Cyber Mobbing?“ law. bots as perpetrators.
9 Thematischer Beitrag Limited — mentions virtual in- Al influencers, deepfake advertising,
LHInfluencer® fluencers. recommendation systems.
10 UE ,Sexting“ No - sexting risks. Deepfake sextortion, Al bots, labelling
requirement (AI Act).
11 Cyber MobbingKit No - teaching units on bullying. Deepfake bullying, AI moderation and
detection.
12 PEGI Label fiir No - explains age ratings. Generative Al in games, Al age verifi-
Videospiele cation, loot box algorithms.
13 Ratgeber ,Nackt im No - sexting/privacy. Deepfake pornography, Al image
Netz?“ search, protection against AI manipu-
lation.
14 UE ,Selbstdarstellung — No - reflects on virtual vs. real Al filters, recommendation systems,
Mein perfektes Ich* self. deepfake effects.
15 UE ,Selbstdarstellung — No - examines influencer cul- Role of algorithms, generative content
Wie authentisch sind In- ture. tools, deepfakes.
fluencer?«
16 UE ,,Sharenting — Fami- No — discusses privacy. Al facial recognition, data collection,
lienfotos im Internet“ deepfake risks.
17 UE ,,Sexting — For Your No - rules for sexting. Deepfake sextortion, Al extortion

Eyes Only*“

bots, protective tools.
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18 DigiRallye - Virtual Edi- Indirect - station “The Internet Dedicated station on Al/deepfakes,

tion lies” touches on deepfakes. voice assistants, recommendation sys-
tems.

19 CYF Dossier ,,Desinfor- No - journalistic fact check. Al fake news, generative text/images,
mation in den Medien“ detection tools.

20 Elternratgeber ,Bild- No - screen time guide. Recommendation algorithms, voice
schirme in der Familie“ assistants, deepfakes, child protection

filters.

21 Dossier ,Desinformation Indirect - explains algorithms, Generative Al in political disinforma-
in der Politik* social bots, micro targeting. tion, deepfakes, Al Act notes.

22 Elternratgeber ,Mein No - general online tips. Al recommendation algorithms, voice
Kind im Internet“ assistants, deepfake filters.

23 Data Detox Kit Yes — warns against deepfakes Modern generative models, voice

and “cheap fakes.” cloning, deepfake detection.

24 ,Was tun bei einer No - steps after a data breach. Al phishing, Al based fraud detection,
Datenschutzverletzung?“ current legislation.

25 Dossier ,,Desinforma- No - warns about algorithms Generative Al fake news, labelling
tion“ and filter bubbles. synthetic media, AI Act.

26 Internet Sicherheit- No - security concept for child- Al assistant systems, deepfake pre-
skonzept fiir Maisons care. vention, algorithmic filters, AI Act.
Relais

27 Flyer ,,Cybermobbing: No - legal advice. Deepfake bullying, voice cloning, tools
Anzeige erstatten?“ to detect Al generated harassment.

28 Checkliste ,Vernetzte No - smart toy safety checklist. Al features (voice/facial recognition),
Spielzeuge“ data protection, legal requirements.

29 Thematischer Beitrag Yes - explains Al neural net- Generative Al (ChatGPT, diffusion

»Algorithmen - Big Data“

works, deep learning, the Tur-

ing Test and machine learning.

models), ethics/bias, Al Act, current

examples.
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30 Thematischer Beitrag Indirect - mentions Al use in da- | Current Al analytics, generative mod-
,»,Big Data: Datensamm- ta analysis and Cambridge Ana- els, data ethics, AI Act, predictive ana-
lung im Alltag“ lytica. Iytics.

31 Netiquette No - rules of conduct and polite- | Rules for dealing with AI chatbots,

ness. deepfake warnings, recognising gen-
erated content.

32 »Auch digital ein Vorbild = No - guide for educators/teach- Explain algorithmic recommendation
sein“ ers on online reputation and systems, deepfake awareness, use of

privacy. generative tools in teaching.

33 »Hate Speech und das No - legal framework for hate Al generated hate speech, detection
Gesetz* speech. algorithms, AI Act legal obligations.

34 Dossier ,Social Bots“ Yes - explains bots and empha- Generative chatbots (LLMs), voice/

sises rapid progress in Al video bots, transparency obligations
(AI Act).

35 Dossier ,Filterblasen Indirect — describes algorithmic Al based recommendation systems,
und Echokammern® personalisation. generative content, transparency and

regulation (AI Act).

36 Thematischer Beitrag No - legal basics on photos and Deepfakes and Al editing, automated
»Recht am eigenen Bild“ privacy. facial recognition, tools for detecting

doctored images.

37 E Booking: Betrug beim No - explains booking fraud. Dynamic pricing, Al generated fake
Online Booking reviews, Al phishing emails.

38 E Shopping: Betrug beim | No - explains fake shops, es- Al generated fake shops, fraudulent
Online Shopping crow fraud. chatbots, deepfake product reviews.

39 E Banking: Betrug beim No - explains phishing, trojans. Al phishing, AI fraud detection, bio-
Online Banking metric authentication.

40 Thematischer Beitrag No - describes pornography and | Deepfake pornography, Al content fil-

,Pornografie”

youth protection.

ters, legal classification of Al pornog-

raphy.
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41 Dossier ,Darknet — Die No - explains Tor and illegal vs. Al supported surveillance, automated
dunkle Seite des Netzes*“ legal use. malware generation, deepfake mar-
ketplaces.
42 Gegenrede — Strategien No - tips for counter speech. Al amplified hate speech, automatic
gegen Hate Speech moderation, Al based counter speech
bots.

The analysis of 42 BEE SECURE publications reveals a broad thematic
spectrum ranging from digital education, data protection and fraud pre-
vention to hate speech and pornography. Only a minority of the examined
documents explicitly address artificial intelligence or machine learning:
BEE SECURE Radar 2025 analyses current levels of knowledge about Al,
outlines risks such as deepfakes, and explains regulatory initiatives such
as the AI Act. The Rapport d’activité 2024 reports on training sessions con-
cerning Al and deepfake campaigns, while the thematic publication “Ar-
tificial Intelligence — Opportunities and Risks” introduces key concepts, ap-
plications, and potential dangers of Al Also linked to Al are the dossiers
“Social Bots”, which highlights the increasing sophistication of such bots
due to advances in artificial intelligence, and “Algorithms — Big Data”,
which explains neural networks, deep learning and the Turing Test.

The majority of publications, however, focus on traditional aspects of dig-
ital safety, such as fraud in online shopping and banking, privacy protec-
tion, dealing with hate speech, or the legal framework for photography.
In these documents, artificial intelligence is either not mentioned at all or
is only indirectly referenced through the term “algorithms”. This points
to a gap between the rapid evolution of Al-based systems (generative Al,
deepfakes, chatbots) and the current informational basis.

It would therefore be advisable to expand the existing publications
to include aspects related to Al-driven threats and emerging fraud
schemes, such as voice cloning or Al phishing. In addition, Al-based mod-
eration and detection tools, as well as current legal frameworks such as
the AI Act, should be taken into account. Particular attention should
also be given to issues such as deepfake pornography, personalised
dark patterns, algorithmic recommendation systems and AI-support-
ed hate speech filters, in order to adapt the publications more effectively
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to the realities of the digital age. To further enhance the accessibility and
relevance of its professional learning resources, it would also be advis-
able for BEE SECURE to include clear publication dates and version in-
formation on all materials and future updates. This would allow edu-
cators and institutions to verify at a glance whether they are consulting
the most recent version or whether newer editions are available, there-
by ensuring that guidance remains accurate and up to date in a rapidly
evolving digital environment.

5.1.3 Training sessions for school classes

TABLE 4: BEE SECURE trainings for pupils and students: pedagogical
methods, Al relevance, suggested content updates.

Training Target Pedagogical method Al relation Need for update
group &
duration

Ein Sprung Cycle3, The class undertakes a fictional No Al topics are The content could be

ins Netz 90 minutes “walk” through familiar every- covered. expanded to include
day situations which are then warnings about Al
mirrored by online scenarios. driven phishing
Through games and discussions methods, password
they explore passwords, codes cracking algorithms
of conduct, contact with or personalised dark
strangers and cyberbullying. patterns.

Cyber Mob- Cycle3.2, Children work with the fiction- No AI content; Additional topics
bing: Mit 90 minutes al character “DetektivShadow” the focus is on such as deepfakes
Detektiv to solve puzzles and uncover netiquette, image | and voice cloning as

Shadow auf the issue of cyberbullying. They | rights and the new forms of bully-
Mission then create a “cyberbullying BEE SECURE ing, and Al based de-

expert kit” with tips for dealing | helpline. tection tools, could
with such incidents. be addressed.
BEE Cycle4, Step by step, the class creates No explicit AI It would be advisable

FRIENDS - 90 minutes the social media profile of a fic- | content; topics to explain algorith-
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Alex’ erste

Schritte on-

tional character (“Alex”) and

jointly decides how to react to

include pass-

words, self pre-

mic recommendation

mechanisms on so-

line typical situations. The decisions sentation, priva- cial networks, as well
and BEE SECURE key messages cy, competitions as generative filters
are recorded on a poster. and chain letters. | and chatbots.
Hinter den Cycle4.2, A change of perspective: pupils No direct AI con- Al driven person-
Kulissen 90 minutes take on the role of app develop- | tent; the focus is alised advertising,
der (only book- ers and playfully consider on rules of con- deepfake influencers
sozialen able after risks, data collection and ad- duct, inappropri- | and recommenda-
Netzwerke the basic vertising models. They learn ate content, ad- tion algorithms could
module about protective measures and vertising, influ- be incorporated.
“BEE are encouraged to question in- encers and data
FRIENDS”) fluencers. collection.
Fit fiirs Secondary Using the virtual desk of a char- | Big data aspects The link between big
Netz? school, Year | acter (“Dennis”), young people are addressed; data and AI (e.g. pro-
7e, 90 min- work through five topics. Each Al is not men- filing, recommenda-
utes (part object on the desk leads to a tioned explicitly. tion algorithms) and
of the “Digi- | new case study on passwords, current Al risks such
tal Sci- emails, sexting, self presenta- as deepfake sexting
ences” cur- tion and big data. could be added.
riculum)
Hype im Secondary Students again explore “Den- Explicit AI topics The contents should
Netz - so school, nis’s desk”, this time focusing are included: be updated regularly
bleibst du Years 7e on very current topics. Case deepfakes and to reflect new Al
sicher und and 6Ge, studies on deepfakes, disinfor- artificial intelli- trends (e.g. voice and
informiert! 90 minutes mation, hate speech, cyber- gence are pre- video generators)
grooming and online chal- sented as part of and legal develop-
lenges stimulate discussion . the risks. ments such as the Al
Act.
Fact Check Secondary A role play: young people be- Al is part of the Continuous updates
- Safe and school, come festival organisers and training; deep- to include new deep-
Sound Years 6e must fend off phishing attacks, fakes and algo- fake technologies, Al
and 5e, fake news campaigns and dis- rithms are ad- driven disinforma-
90 minutes information. They use fact dressed, and the tion campaigns and
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checking tools (e.g. reverse im-
age search) and learn to recog-
nise filter bubbles and algo-

rithms.

use of Al in dis-
information is

explained.
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emerging regulations

are recommended.

Lost in Da- Secondary Storybased learning: the class This training has Updates could take
ta- Wo school, accompanies a fictional couple a clear Al com- account of newer
werden im from Year to Barcelona and searches for ponent; it ex- forms of data analy-
Alltag Dat- 4e up- the missing Nino via digital plains how algo- sis (e.g. generative AL
en gesam- wards, traces. Students learn where rithms and AL and personalised ad-
melt? 90 minutes digital footprints arise in every- | are used in data vertising systems)

day life and how big data, algo-
rithms and Al affect their pri-

vacy.

collection and
raises awareness

of big data ana-

and refer to forth-

coming regulations

such as the AI Act.

lytics.

BEE SECURE makes an important contribution to prevention through its
training programmes for school classes. While the basic modules in pri-
mary education (“Ein Sprung ins Netz”, “BEE FRIENDS”, “Superhelden im
Einsatz gegen Cybermobbing”) focus primarily on topics such as pass-
words, privacy and respectful online behaviour, aspects related to artifi-
cial intelligence have so far received little attention. In view of the rapid
development of generative models and the easy accessibility of Al tools,
these modules should in future be expanded to include age-appropriate
explanations of algorithmic recommendation systems, deepfake filters
and privacy-friendly default settings. A promising approach lies in link-
ing familiar offline situations with corresponding online risks — a method
already used by BEE SECURE in “Ein Sprung ins Netz”. This approach
can also help illustrate new risk scenarios, such as chatbots appearing in
games or personalised advertising.

At the secondary level, BEE SECURE trainings demonstrate how Al-related
topics can be taught in a concrete and practice-oriented way. “Lost in Da-
ta” takes students on a digital treasure hunt through Barcelona, allowing
them to experience big data analysis, algorithms and Al in data collection
first-hand. “Fact Check — Safe and Sound” engages participants in organis-
ing a music festival while confronting them with deepfakes, phishing at-
tempts and filter bubbles - thereby equipping them with essential tools
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such as reverse image search and fact-checking platforms. The workshop
“Hype im Netz” directly addresses current trends such as deepfakes, cy-
ber grooming and artificial intelligence, showing how quickly online hy-
pes spread and what mechanisms drive them. The hands-on nature of
these workshops, which use real tools and problem-solving role plays,
strengthens critical media literacy and underlines that AI is not an ab-
stract concept but an integral part of young people’s everyday lives.

For a future-oriented media education programme, this White Paper rec-
ommends systematically embedding Al-related topics across all age
groups. This includes early awareness of Al-driven manipulations
such as voice cloning, personalised dark patterns and recommenda-
tion algorithms. At the same time, learners should develop practical
skills - including the use of detection tools for deepfakes, questioning al-
gorithmic decisions, and reflecting on the data they voluntarily disclose.

5.1.4 Trainings for non-formal education groups

TABLE 5: BEE SECURE non-formal trainings: pedagogical focus, Al rele-
vance, and suggested content updates.

Training Target Pedagogical method Al relation Recommended addi-

group & tions/updates (key-

duration words)

Die Abenteuer 7-9 years, Children watch a Childnet No Al topics; Introduce examples of

von CaptainKara | 2hours International cartoon fea- focus is on ba- Al driven scams such

turing CaptainKara and the | sic internet as chatbots, generative
SMART Crew. In small safety (e mails, fake profiles or Al
groups they discuss case disinformation, | powered phishing
studies from the film and privacy, cyber- emails; explain how
work out safe solutions for bullying, fake deepfakes and syn-
email scams, fake profiles profiles). thetic voices could
and other online risks. make disinformation

more convincing.
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Superhelden im 7-9 years, With the mascot Panda No AI content; Expand to include
Einsatz gegen Cy- | 2hours Wanda, children tackle ad- the focus is on new forms of bullying
ber Mobbing (ex- ventures and quizzes that cyberbullying, involving AL such as

tracurricular) teach them to recognise netiquette and deepfake manipula-
and stand up to cyberbully- | where to seek tion or voice cloning,
ing. Completing the tasks help. and introduce simple
earns them a superhero ID detection tools.
card encouraging support-
ive behaviour.

Quiz dich fit! 8-12 Details are not provided, No explicit Al Ensure that quiz ques-
years, but the title suggests a quiz topics. tions cover emerging
2hours based format where chil- Al driven threats such

dren test and expand their as Al chatbots, recom-

knowledge of online safety. mendation algorithms
and fake content to
raise awareness in a
playful way.

Let’s talk about 13-16 A non formal discussion No explicit AI Incorporate discussion
Selbstdarstellung | years, workshop about self pre- topics; focuses of Al driven recom-

im Netz 90minutes | sentation on YouTube, Tik- on self presen- mendation systems,
Tok and Instagram. Partici- tation, privacy, generative filters and
pants and educators ex- digital con- algorithmic impacts
change experiences and sumption and on self esteem; high-
opinions using games, data collection. | light how influencers
videos and other methods, may use Al tools for
emphasising privacy and content creation.
data awareness.

Let’s talk about 13-16 A moderated conversation Likely no AI Add information on Al

Sexting years, about sexting in a non for- topics; empha- generated deepfake

90minutes | mal setting. Using games sis on sexting, pornography, sextor-

and videos, young people
reflect on their experi-
ences, learn about consent

and privacy, and discuss

sextortion, pri-
vacy and im-

age rights.

tion bots and tools to
verify authenticity of
images; discuss the

role of Al in amplify-

ing risks and the im-
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sextortion and image portance of critical

rights. awareness.

Beyond the classroom, BEE SECURE also addresses children and young
people in non-formal education settings. The programmes for 7- to 9-year-
olds take a strongly narrative approach: “Die Abenteuer von Cap-
tain Kara” uses an animated film and the SMART Crew to highlight the
dangers of scam emails, disinformation, cyberbullying and fake profiles,
while “Superhelden im Einsatz gegen -CyberMobbing” invites partici-
pants to join Panda Wanda’s “superhero club” by mastering adventures
and quizzes about respectful online behaviour. A quiz=based workshop,
“Quiz dich fit!”, aims to reinforce basic knowledge about internet safety
in a playful way for eight- to -twelve-year-olds.

Older adolescents are offered discursive spaces rather than readymade
lessons. In “Let’s talk about Selbstdarstellung im Netz”,- 13- to 16-year-
olds reflect on how they present themselves on Instagram, YouTube or
TikTok, examine the balance between authenticity and staging, and dis-
cuss privacy and data consumption habits. The companion session
“Let’s talk about Sexting” tackles the sensitive issues of sexting, sextortion
and image rights, with facilitators using games and video clips to encour-
age open dialogue.

Although these workshops successfully build digital literacy and promote
critical thinking, they currently pay little attention to the growing influ-
ence of Al on children’s online experiences.

To remain ahead of emerging threats, the storytelling and quiz formats
for younger children could be updated to include AI-driven scams,
such as chatbot imposters or generative fake profiles, and to explain
in simple terms how deepfake images or voices are created. In the dis-
cussion-based youth sessions, it would be valuable to examine how al-
gorithmic recommendation systems shape self-image and to raise
awareness of -Al generated pornography and extortion techniques.
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5.1.5 Trainings for teachers and educators
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TABLE 6: BEE SECURE teacher trainings: pedagogical focus, Al coverage,

and suggested updates.
Training Target group
& duration

Pedagogical method

Al relation

Recommended
additions/up-
dates (key-

words)

TikTok, Instagram
& Co. - Was
machen Kinder
und Jugendliche
eigentlich derzeit

online?

Sexuelle Darstel-
lungen im Netz:
Was reizt Ju-

gendliche?

Teachers and
educational
staff; 3hours;
delivered in
German and

Luxembourgish

Teachers and
educational
staff; 2.5hours;
delivered in
German and

Luxembourgish

A three hour seminar pro-
viding an overview of
young people’s media
habits on platforms like
YouTube, Instagram,
Snapchat and TikTok. Par-
ticipants learn why chil-
dren are drawn to specific
content, explore current
media trends and discuss
related risks. Topics include
challenges, pranks, influ-
encers, gaming, self presen-

tation and sexting.

Online training examining
how and why adolescents
encounter sexualised con-
tent on the internet. It cov-
ers Luxembourg’s legal
framework and addresses
risks such as sexting, sex-
tortion and cyber groom-
ing, with practical guidance
for schools and recom-
mended information

sources.

No explicit Al
content; focus
is on under-
standing be-
haviour and

trends.

No Al content;
emphasis is on
legal context
and safe-

guarding.

Incorporate dis-
cussion of Al dri-
ven recommen-
dation algo-
rithms, the role
of Al in shaping
viral challenges
or pranks, and
how generative
tools influence
self presentation
and influencer

culture.

Update with in-
formation about
Al generated
deepfake
pornography, Al
enabled sextor-
tion bots and
tools for verify-
ing the authen-
ticity of images

or videos.
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Sicherheit im
Fokus: Von KI

Grundlagen zur

Teachers and
educational

staff; 3hours;

A deeper dive into Al tech-
nologies and security. Par-

ticipants receive an

This training
explicitly cov-

ers Al provid-

Ensure the con-
tent reflects the

latest AI devel-

praktischen An- offered in overview of Al’s develop- ing both theo- opments (e.g.
wendung French, Eng- ment and integration into retical back- generative mod-
lish, German various tools, explore op- ground and els, voice
and Luxem- portunities and risks, work practical exer- | cloning), include
bourgish hands on with AI tools, and cises. guidance on the
analyse case studies in AI Act and ethi-
groups to develop safe, re- cal considera-
sponsible approaches. Top- tions, and regu-
ics include Al disinforma- larly update the
tion, data security and AI case studies.
tools.
Cybersecurity Es- Teachers and Interactive session tailored Al is not ex- Include emerg-

sentials — was
man als Lehrkraft

iiber Internet-
sicherheit wissen

sollte

educational
staff; 3hours;
delivered in

Luxembourgish

to participants’ questions
about internet security. It
explains the underlying
technologies, identifies
risks and offers practical
tips on topics such as cloud
services, backups, account
management, data protec-
tion and privacy. A second
part presents case studies

for group problem solving.

plicitly cov-
ered; focus is
on general se-
curity and pri-

vacy practices.

ing Al driven
threats, such as
Al generated
phishing emails,
automated mal-
ware and Al
based intrusion
detection; pro-
vide guidance on
using Al tools re-
sponsibly in the

classroom.

BEE SECURE’s professional development programme for teachers and ed-
ucators plays a pivotal role in strengthening digital literacy and online
safety competencies within educational institutions. The training session
“TikTok, Instagram & Co. — Was machen Kinder und Jugendliche
eigentlich derzeit online?” provides participants with valuable insights
into young people’s online habits, motivations and risks across platforms
such as YouTube, TikTok and Instagram. However, given the rapid evolu-
tion of digital ecosystems, future iterations should explicitly address the
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impact of Al-driven recommendation systems and generative tools shap-
ing influencer culture and viral trends.

The online seminar “Sexuelle Darstellungen im Netz: Was reizt Ju-
gendliche?” focuses on adolescents’ exposure to sexualised online con-
tent, legal frameworks and preventive strategies. It provides a strong
foundation for safeguarding discussions but would benefit from integrat-
ing Al-related risks such as deepfake pornography, Al-assisted grooming
and synthetic sextortion.

The training “Sicherheit im Fokus: Von KI-Grundlagen zur praktischen
Anwendung” already represents a good-practice example by combining
theoretical foundations of AI with hands-on tool exploration and group-
based case analysis. Regular updates are essential to include emerging
technologies (e.g. voice cloning, generative image/video systems) and en-
sure alignment with the European AI Act and ethical guidelines.

Finally, “Cybersecurity Essentials - was man als Lehrkraft tiber Internet-
sicherheit wissen sollte” provides a comprehensive introduction to data
protection, cloud computing and privacy management, delivered through
interactive exercises. While Al is not yet explicitly addressed, the course
could be enhanced by including current Al-driven threats (e.g. intelligent
phishing campaigns or automated malware) and by discussing the re-
sponsible integration of Al tools into teaching practice.

Overall, these training modules form a coherent framework for fostering
Al-aware, ethically grounded digital education. By incorporating explicit
references to Al across all topics, BEE SECURE can ensure that educators
not only understand the technological landscape but also feel empowered
to guide children and young people in responsibly navigating an increas-
ingly algorithmic world.

83
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5.1.6 Training sessions for parents

TABLE 7: BEE SECURE parent trainings: focus areas, Al relevance, and sug-
gested content updates.

Training Target group Pedagogical method Alrela- Recommended ad-
& duration tion ditions/updates
(keywords)
Kinder und Ju- Parents; 2 Based on the BEE SECURE No explicit | Integrate informa-
gendliche im In- hours; avail- guide Bildschirme in der Al content; | tion on Al-driven
ternet - Eine able in French, Familie, this parent evening focus is on recommendation
Herausforderung | English, Ger- provides practical advice on general systems, generative
fiir Eltern man and Lux- balancing opportunities and online content, and risks
embourgish risks of children’s internet safety and such as deepfakes or
use. Topics include screen parental chatbot grooming;
time, smartphone use, on- guidance. include guidance on
line abuse and cyberbully- talking to children
ing. about Al tools.
Kindersicherung | Parents; 90 Conducted as an online we- No AI con- Update to include AI-
im Internet: minutes; avail- binar, this session demon- tent; focus based parental-con-
praktische Tools, | ablein Luxem- strates settings, programmes on techni- trol and monitoring
Techniken und bourgish and technical methods that cal tools, explain how
Tipps enhance children’s online parental- algorithms recom-
safety, with a practical focus control mend or restrict con-
on device configuration and measures. tent, and address
parental-control software. ethical and privacy
implications.
Expertentrio: Ex- | Parents; 2 A Q&A event organised by No direct Add discussion of AI-
perten beant- hours; avail- BEE SECURE in cooperation Al content; | related threats
worten Ihre Fra- able in Luxem- with KJT and the Luxem- focus is on (deepfakes, Al-gener-
gen bourgish bourg Police’s crime preven- prevention | ated grooming, fake
tion unit. It covers a wide and expert | profiles) and guid-
range of safety issues con- advice. ance on how parents

cerning children’s internet

can recognise and
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use, including legal and so- report Al-driven ma-
cial aspects. nipulation or fraud.

BEE SECURE’s training offer for parents is designed to help families navi-
gate the challenges of raising children in an increasingly digital environ-
ment. The sessions focus on practical guidance, open dialogue and the
everyday realities of online life at home. “Kinder und Jugendliche im In-
ternet — Eine Herausforderung fiir Eltern” introduces key questions that
parents often ask: When is the right time for a child to own a smart-
phone? How much screen time is appropriate? How can children be pro-
tected from online abuse or cyberbullying? Building on the BEE SECURE
publication Bildschirme in der Familie, this two-hour session promotes
balanced, age-appropriate approaches to online use and encourages par-
ents to discuss both opportunities and risks with their children.

“Kindersicherung im Internet: praktische Tools, Techniken und Tipps”
takes a more technical and solution-oriented approach. Delivered as a
webinar, it guides parents through the configuration of security settings
and parental-control systems, helping them understand how devices and
apps can be adjusted to create safer digital environments for younger
users. In the future, this session could further benefit from exploring
how Al-powered recommendation systems and automated parental-con-
trol tools work, as well as the ethical and privacy issues that arise when
algorithms mediate children’s online experiences.

The discussion-based format “Expertentrio: Experten beantworten Thre
Fragen” offers parents the opportunity to engage directly with specialists
from BEE SECURE, the child helpline KJT and the crime prevention unit
of the Luxembourg Police. By addressing questions about privacy, digital
well-being, social media behaviour and online threats, it provides a valu-
able bridge between professional expertise and family practice. Going
forward, this format could also include examples of Al-driven risks, such
as deepfake manipulation, synthetic grooming or fake profiles, and offer
parents concrete strategies for recognising and reporting such incidents.

Together, these parent-focused initiatives form an essential component
of Luxembourg’s broader digital education framework. By integrating Al-
related issues more systematically, BEE SECURE can empower parents
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to guide their children with confidence, foster critical conversations at
home and ensure that families remain resilient in the face of an increas-
ingly algorithmic online world.

To maximise inclusivity and accessibility, BEE SECURE should consider
offering these parental trainings in additional languages beyond Lux-
embourgish, German and French. Many families with a migration back-
ground may not be fluent in the country’s official languages, yet face the
same digital challenges. Providing translated sessions or subtitled online
versions in widely spoken languages such as Portuguese or English would
ensure that all parents — regardless of linguistic background — can ben-
efit from the guidance and actively participate in promoting safe and re-
sponsible internet use at home.

In addition, developing asynchronous online webinars could make the
programme even more accessible. Such webinars would allow parents
to participate at a time that suits their personal schedules and could
be automatically translated into multiple languages using Al-based tools.
This approach would significantly expand the reach of BEE SECURE’s
parental support, ensuring that high-quality guidance on online safety
and Al-related risks is available to all families, irrespective of time con-
straints or language barriers.

5.2 Ethical considerations for education
organisations

5.2.1 Main issues

Oversight & accountability: When oversight processes, such as how ed-
ucational content is vetted, reviewed, or approved, are not publicly docu-
mented, accountability to external stakeholders such as teachers, parents
and civil society becomes limited. Without insight into who makes these
decisions and on what basis, there is a risk that bias, selective framing, or
external influence could go unnoticed. From an ethical standpoint, edu-
cational institutions have a responsibility not only to be impartial but al-
so to be seen as impartial. This distinction underscores the importance of
procedural transparency: openness about review criteria, expert involve-
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ment and revision processes demonstrates integrity and fairness. By mak-
ing these procedures visible and accessible, institutions reinforce their
credibility and ensure that learners and the public can trust that educa-
tional resources are developed in an impartial and accountable manner.

Neutrality & advocacy: Ethical questioning lies in recognising that digi-
tal literacy education is never entirely free of value judgments, and that
discussions on truth, bias, and responsibility inevitably reflect societal
norms and priorities. Therefore, the goal is not to present content as neu-
tral “in absolute terms” but to acknowledge the principles guiding educa-
tional choices and encouraging critical reflection rather than acceptance.

Empowerment & protection: One problem may also involve the balance
between safety (or protection) and autonomy (or empowerment). Parents
and schools often use monitoring tools and restrictions to protect youth
from online risks, but these measures can also lead to mistrust and limit
students’ freedom to explore and learn. Constant surveillance can make
young people feel “spied on”, discourage them from seeking help when
needed and restrict opportunities for self-expression. Children and young
people are entitled to participate fully in the digital sphere, but they are
also in need of protection from various forms of harm. Overprotective
approaches can restrict opportunities to build digital competence, while
overly permissive strategies may increase exposure to social, psychologi-
cal, or economic risks; different tensions may rise as well between global
and local levels of responsibility.

Education & exposure: Educating young people about certain risks car-
ries the inherent danger that they will become aware of potentially harm-
ful AI applications while learning about them. This dilemma is often
framed as the “awareness paradox”: Wu et al. (2025) show that increasing
Al literacy improves self-efficacy and risk recognition, but note that expo-
sure to examples of harmful uses can trigger curiosity and experimenta-
tion if not framed ethically. Similarly, Dubois (2024) applies paradox the-
ory to generative Al in education, emphasising the need to balance trans-
parency with safeguarding to avoid reinforcing discriminatory or harm-
ful practices.

87
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5.2.2 Standards for Decisions and Trade-offs

Building upon the ethical dilemmas identified above, the establishment
of clear standards for decision-making is essential to ensure that digital
literacy initiatives like BEE SECURE operate with integrity and fairness.
Ethical reflection must evolve from identifying potential risks into defin-
ing concrete principles that guide action. Recognising that education in
digital ethics and safety is inherently value-laden, these standards must
balance competing priorities through deliberate, context-sensitive choic-
es.

First, oversight and accountability demand full procedural transparency
as a foundational principle. The ethical concern highlighted earlier -
limited visibility into who makes decisions and on what grounds - can
be addressed by establishing open documentation and participatory re-
view systems. Publicly accessible information on how educational mate-
rials are developed, vetted and approved ensures that decision-making
processes remain subject to external scrutiny. Clear disclosure of review
criteria, expert involvement and revision procedures reinforces institu-
tional credibility and safeguards against potential bias or external in-
fluence. As Floridi et al. (2020) argue, socially responsible digital initia-
tives must make their objectives and influences explicit to sustain pub-
lic trust. For BEE SECURE, this includes publishing details about partner-
ships, funding sources and quality assurance processes, thereby turning
transparency into both an ethical safeguard and a practical mechanism
for accountability (see MediaSmarts).

Second, as discussed in the first section, digital literacy education in-
evitably engages with normative issues such as bias, truth, and responsi-
bility. The standard, therefore, should be an explicit acknowledgment of
the values that inform educational choices, alongside a commitment to
fostering critical reflection among learners.

Third, the issue outlined earlier, between safeguarding young users and
respecting their autonomy, requires a proportional and context-sensitive
approach. Protective measures such as content filters or parental mon-
itoring are ethically justified only when they serve the learner’s best
interest without undermining trust or independence. Excessive surveil-
lance risks cultivating compliance rather than competence, while neglect-
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ing protection can expose young people to online harm. To navigate this
trade-off, BEE SECURE should adopt the principle of receiver-contextu-
alised intervention (Floridi et al., 2020), tailoring its educational strategies
to the capacities, maturity, and needs of learners. Programmes should
aim to build digital resilience, the ability to assess and respond to risks in-
dependently, rather than relying on restrictive control.

With regard to the awareness paradox, the same principles apply. Child
safety frameworks, including the American Psychological Association
(APA) Health Advisory (2025), recommend focusing on capacities and
principles—such as privacy, consent, and critical thinking—rather than
technical “how-to” details of exploitative behaviours. Microsoft’s Safer In-
ternet Day initiatives emphasise interactive learning environments (e.g.,
Minecraft CyberSafe AI) that teach responsible Al use without glamor-
ising abuse scenarios (Microsoft Education Team, 2025). Together, these
perspectives suggest that effective Al safety education should prioritise
ethical reasoning, resilience-building, and scenario-based discussions
over explicit instructions, thereby mitigating the risk of inadvertently en-
abling harmful behaviours.

5.2.3 Good Practice Examples

Several international initiatives offer examples of how ethical dilemmas
in digital education and youth protection can be addressed:

1. MediaSmarts in Canada has established practices to ensure neutral-
ity in educational resources, with oversight by an independent ethics
body: https://mediasmarts.ca/about-us/integrity-mediasmarts.
Examples:

e “None of our funders exert influence on any of our work, including
the content of research and resources”.

e “MediaSmarts maintains editorial independence over all our
owned and co-owned content. [...] MediaSmarts does not endorse
any products or services and any content that offers guidance on
specific digital tools and platforms does not constitute an endorse-
ment”.
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e “We uphold public accountability practices with our funders which
include clear guidelines on conflict of interest and sponsorship. We
also have a commitment to a community-based research approach
which includes a review and approval of our research studies by
the Community Research Ethics Office”.

e “Finally, we value intellectual humility. As a team, we stay open
to new evidence and perspectives on identified best practices [...]
We learn from our network of colleagues and adjust our positions
based on the best available evidence”.

2. Kklicksafe is a European Union initiative that promotes digital literacy
and supports people in using the internet safely, critically and respon-
sibly. It provides independent information, educational materials and
training for teachers, parents and young people, while coordinating
Germany’s Safer Internet Centre under the EU’s Digital Europe Pro-
gramme: https://www.klicksafe.eu/en.

3. The UK Safer Internet Centre (UKSIC) is a partnership of Childnet, In-
ternet Watch Foundation and SWG{L that works to make the internet
a safer place through education, support, and reporting services. It co-
ordinates Safer Internet Day in the UK, runs helplines and a hotline
for online harms and promotes youth participation through its Youth
Advisory Board: https://saferinternet.org.uk/about.

5.3 Recommendations

Based on the analysis of risks, opportunities and international practice,
we propose the strategic recommendations below for BEE SECURE’s fu-
ture work in an Al-driven online environment. To respond effectively to
the rapidly evolving digital landscape, BEE SECURE should strengthen its
work on Al-related risks while continuing to address the full range of
established online risks that remain highly relevant for children, young
people and adults.

In light of the rapid proliferation of Al-related trends, BEE SECURE
should not develop dedicated trainings or awareness activities for
every new technological development, but instead prioritise those is-
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sues that are demonstrably relevant for child protection, education and
prevention.

For BEE SECURE, the findings on vulnerable groups underscore the need
for differentiated and inclusive Al-literacy strategies that reflect Luxem-
bourg’s linguistic and social diversity.

Future activities should focus on multilingual awareness campaigns,
early-age interventions, gender-sensitive prevention programmes
and professional training on AI-mediated harms such as deepfakes,
synthetic sextortion and algorithmic discrimination. Embedding these
priorities across all BEE SECURE training formats will help ensure that
prevention, counselling and awareness efforts remain responsive to
emerging Al challenges while promoting digital empowerment for all
children and young people. These priorities are reinforced by the internal
staff survey, which highlights similar risk patterns in frontline practice —
particularly the heightened vulnerability of girls and young women and
the need for multilingual, low-threshold support for families with limited
digital or linguistic resources.

Concretely, we propose six interconnected areas of action:

establish comprehensive educational initiatives,

provide guidance for parental and educator involvement,

ensure familiarity with reporting procedures and rights,

create mechanisms for youth participation in policy development,
include ethical reflection in all working areas, and

foster scientific collaboration.

IR

Each area translates the analytical and ethical considerations of the pre-
vious chapters into concrete, workable steps for BEE SECURE. While some
measures can be implemented in the short term, others are conceived as
medium- to long-term developments. All proposed measures build on BEE
SECURE’s existing mandate and are designed to complement, not dupli-
cate, the responsibilities of schools, ministries and specialised services.

91



92

5 Reactions and Prevention

5.3.1 Comprehensive educational initiatives

In line with international programmes such as Intel’s AI for Youth, and
with the Al-literacy and teacher professionalisation needs identified in
Chapters 3 and 4, BEE SECURE should extend its educational work from
“Al as special topic” towards a cross-cutting competence:

A) SYSTEMATICALLY INTEGRATE AI INTO EXISTING BEE SECURE
WORKSHOPS AND TRAININGS

Building on the typology of risks (Chapter 2) and the analysis of BEE

SECURE’s portfolio (5.1), Al-related content should become a recurring

thread in all relevant formats:

e In primary school formats, include simple “real vs. synthetic” exer-
cises (e.g. distinguishing Al-generated from real photos or voices) to ad-
dress early-age vulnerabilities.

¢ In offers for adolescents, use concrete examples of Al-generated im-
ages, videos and texts to discuss manipulation, body image, peer dy-
namics and opinion formation.

e In discussion formats with older youth, systematically introduce cas-
es of Al-assisted grooming, sextortion, fraud and algorithmic discrimi-
nation.

This does not require entirely new programmes; we need only add a
structured “Al layer” within existing formats.

B) DEVELOP AN AGE-GRADED AI-LITERACY FRAMEWORK FOR BEE
SECURE

To connect with the KI-Kompass and international Al-literacy frame-

works, BEE SECURE should articulate a simple, age-graded Al-literacy

framework that can guide all materials and trainings. It should define:
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e core learning goals (e.g. “understand that AI can hallucinate”, “recog-
nise synthetic images”, “know when to distrust a chatbot”);

e age-appropriate didactic approaches (from playful exploration in pri-
mary school to reflective, ethics-based discussion in secondary school);

e links between Al-literacy and existing competence areas (critical think-
ing, media literacy, digital civic participation).

This framework can serve as an internal reference point and as a com-
munication tool with schools and partners.

C) DEVELOP NEW THEMATIC DOSSIERS ON CROSS-CUTTING AI ISSUES
In addition to updating existing materials, BEE SECURE can create the-
matic dossiers that bundle central Al-related challenges identified in this
White Paper. Priority examples include:

e “Al and relationships” — addressing chatbots and virtual companions,
parasocial “friendships”, emotional dependency and the blurring of
boundaries between human and synthetic interaction.

e “Al and mental health” — examining the ambivalent roles of Al-based
self-help tools and chatbots, including risks of normalising self-harm
content, reinforcing body-image problems or amplifying loneliness.

e “Al and school” - focusing on homework, grading and exams, the
changing role of teachers in Al-mediated learning, and fair, transpar-
ent rules for student use of generative systems.

These dossiers should synthesise research findings from this report with
concrete pedagogical implications and be complemented by youth-friend-
ly formats (short explainers, videos, comics) that can be used directly in
schools and youth work.
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D) ESTABLISH A RECURRING “AI & YOUTH” CAMPAIGN STRAND
Building on BEE SECURE’s campaign experience and the international
good practice of using gamification and simulations (5.3.1), BEE SECURE
should introduce a recurring campaign strand explicitly devoted to Al
Over a defined period (e.g. annually or every two years), it would focus
on:

o deepfakes and synthetic sexualised content,
e automated scams and voice-cloning fraud,
e Al-assisted hate, harassment and disinformation.

The campaign should be co-created with young people (see Section 4) and
linked to Safer Internet Day and other national events, ensuring that Al
becomes part of mainstream online-safety discourse.

Where possible, new or revised Al-related formats should be accompa-
nied by proportionate evaluation mechanisms (e.g. short pre/post feed-
back instruments) to assess reach, relevance and perceived impact.

E) USE REGULAR FORESIGHT WORKSHOPS TO KEEP OFFERS UP TO
DATE

To anticipate rather than merely react to new AI risks, BEE SECURE

should hold regular foresight workshops (e.g. every six months) with

researchers, youth workers, law enforcement and other stakeholders.

These workshops would:

e map emerging Al-related phenomena (e.g. new deepfake apps, Al in
games, political micro-targeting);

e assess their relevance for children and young people in Luxembourg;

e feed directly into the revision of workshops, materials and campaigns.



5.3 Recommendations

5.3.2 Provide guidance for parental and educator
involvement

Echoing the logic of Intel’s AI for Citizens programme and the findings
on teacher capacity and family support (Chapters 3 and 4), BEE SECURE
should equip adults who mediate children’s digital lives with concrete
tools and guidance:

A) EXPAND TRAININGS FOR TEACHERS, EDUCATORS AND PARENTS TO
INCLUDE AI DIDACTICS

Existing BEE SECURE trainings can be complemented with modules that

focus on how to integrate Al into education and parenting in a reflective

way:

e designing tasks where students critique and revise chatbot outputs, in-
stead of simply copying them;

e developing fair and transparent criteria for assessing Al-assisted
homework and projects;

e discussing proportionate responses to Al-supported cheating and pla-
giarism that prioritise learning and responsibility over punishment.

This directly implements the ethical standards of Chapter 5.2 by focusing
on judgement, proportionality and transparency.

B) STRENGTHEN GENDER-SENSITIVE AND DIVERSITY-SENSITIVE
APPROACHES IN EXISTING FORMATS

On the basis of Chapter 4.3 and Table 2 on vulnerable groups, BEE SE-

CURE should sharpen its focus on specific risk constellations within cur-

rent offers for adults:
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e include modules on Al-mediated sexualised violence (deepfakes, “nud-
ifying” apps, synthetic sextortion) in trainings for professionals and
parents, especially those working with girls and young women;

e develop complementary components for boys and young men on con-
sent, bystander roles and responsibility when creating or forwarding
synthetic sexual content;

e provide guidance for professionals working with young people with
disabilities or mental-health vulnerabilities, for whom Al tools may
create specific risks (e.g. stigmatising content, self-harm forums medi-
ated by Al).

C) PROVIDE MULTILINGUAL GUIDANCE AND CHECKLISTS FOR
FAMILIES

To reflect Luxembourg’s linguistic diversity and the survey’s finding on

families with limited resources, BEE SECURE should develop concise,

multilingual guidance on “safe Al use in the family”:

o short checklists for parents on talking about Al, setting boundaries for
image sharing, and responding to deepfakes;

e easily accessible factsheets outlining children’s and parents’ rights in
relation to Al-generated content and data protection;

e modular webinars addressing key Al-related risks and protective
strategies.

To ensure low-threshold access, these materials should be made available
in flexible, asynchronous formats, particularly for families that are dif-
ficult to reach through traditional formats. Where appropriate, Al-based
translation and subtitling tools can be used to provide additional lan-
guage versions.

These materials can be promoted through schools, community organisa-
tions and health services.
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D) PILOT A CURATED “DIGITAL ADVISOR” (AI CHATBOT) ASA
GUIDANCE TOOL

BEE SECURE can pilot a carefully curated, privacy-preserving Al-based

“digital advisor” on its website or app. For parents and educators, such a

tool could:

e answer frequently asked questions about Al and online risks in acces-
sible language;

e point to relevant BEE SECURE resources, trainings and campaigns;

e clearly signal situations where professional human support (Helpline,
KJT, psychological services) is necessary.

As a ministerial licence for platforms such as Fobizz is already in place,
such a chatbot could be created and tested in a low-threshold manner us-
ing existing tools, without requiring complex technical development. This
would allow BEE SECURE to focus on content, guidance and safeguards
rather than on building new technical infrastructure.

The chatbot should operate within clear ethical and quality safeguards,
be transparently labelled as informational only, and undergo regular ex-
pert and youth review. The digital advisor is intended exclusively as an
initial orientation and signposting tool and does not replace personal
counselling or professional judgement.

5.3.3 Ensure familiarity with reporting procedures and
rights

To make protection effective, children, young people, parents and profes-
sionals must understand how to report harmful content and what rights
they have. At the same time, BEE SECURE’s own procedures must be
adapted to Al-mediated harms and make careful use of Al for risk detec-
tion (as highlighted in 5.3.1):
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A) ADAPT HELPLINE AND STOPLINE PROCEDURES TO AI-RELATED
CASES

BEE SECURE should refine its internal taxonomies and workflows so that

Al-related harms are clearly visible in practice:

e introduce specific categories such as deepfake harassment, voice-
cloning fraud, chatbot-mediated grooming and synthetic CSAM;

e provide targeted training and supervision for counsellors on these
phenomena, including psychological impacts and collaboration with
law enforcement.

This will allow the Helpline and Stopline to address new forms of harm
while preserving their core relational and trust-based approach.

B) MAKE REPORTING CHANNELS AND RIGHTS VISIBLE IN ALL
AI-RELATED MATERIALS

All materials that address Al risks should, wherever appropriate, include

clear information on:

e how to contact BEE SECURE Helpline and Stopline;

e how to report unlawful content to platforms and authorities;

e which rights children, young people and parents have (e.g. removal
of unlawful content, protection against discrimination, data-protection
rights).

This ensures that Al-related education is systematically linked to concrete
avenues of support and redress.
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C) ESTABLISH AN AI-SPECIFIC MONITORING AND EARLY-WARNING
STRAND

BEE SECURE’s Radar and internal monitoring processes should be ex-

panded with an Al-specific strand:

e integrate question blocks on Al use, exposures and perceived risks into
surveys;

e systematically analyse Al-related Helpline and Stopline cases;

e compile an annual “Al incidents and perceptions” section in public re-
porting.

Subject to strict data-protection and ethics safeguards, BEE SECURE may
also explore Al-assisted analysis of aggregated and anonymised data to
identify emerging patterns (e.g. new scam types, new deepfake practices),
thereby turning frontline experience into an early-warning system.

D) ADOPT AN ETHICS AND QUALITY FRAMEWORK FOR AI-RELATED
WORK

Drawing on the MediaSmarts example and the normative standards de-

veloped in Chapter 5.2, BEE SECURE should formalise a short ethics and

quality framework for its Al-related activities, covering:

e editorial independence from funders and commercial partners in all
content and tools;

e transparent disclosure of partnerships, sponsorships and potential
conflicts of interest;

e a clear statement that any cooperation with platforms does not imply
endorsement of their products;

e commitments to public accountability and to revising positions in light
of new evidence and youth feedback.
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This framework should apply to all Al-related initiatives—from factsheets
and trainings to monitoring and any Al-based tools—and can be pub-
lished on BEE SECURE’s website. This framework does not introduce new
regulatory standards but operationalises existing ethical principles for
BEE SECURE’s educational and preventive work.

E) DEVELOP AND REHEARSE CRISIS PLANS FOR AI-RELATED
“WORST-CASE” SCENARIOS

Findings from the internal staff survey indicate that, despite overall confi-
dence in handling Al-related inquiries, advisors encounter uncertainties
in complex or ambiguous situations. These insights underscore the need
for clearer crisis plans, decision trees, and standard operating procedures
(SOPs) to guide responses in potential worst-case scenarios involving Al-
generated harm or manipulation. BEE SECURE should work with schools,
police and other stakeholders to create specific standard operating proce-
dures for Al-related crises, such as:

e viral circulation of a deepfake sexual video of a student;
e synthetic CSAM involving Luxembourg contexts;
e Al-mediated self-harm or suicide “advice”.

These SOPs should define escalation paths, communication strategies and
support measures for affected children, families and schools. Regular
tabletop exercises will help test and refine them.

These efforts should be aligned with relevant European frameworks such
as the Digital Services Act and the emerging Al regulatory landscape.

5.3.4 Create mechanisms for youth participation in
policy development

As argued throughout this report, young people are not only at risk but
also key experts in Al-mediated digital cultures. In line with international
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good practice (e.g. the UK Safer Internet Centre Youth Advisory Board),
BEE SECURE should institutionalise youth participation:

A) ESTABLISH A PERMANENT “AI YOUTH ADVISORY GROUP”
BEE SECURE should set up a youth advisory group focused on Al that:

e reviews new Al-related materials, campaigns and digital tools (includ-
ing any chatbot);

e tests their clarity, relevance and tone;

e regularly reports back to BEE SECURE staff and, where appropriate, to
policymakers.

This group can be linked to existing youth councils to avoid duplication
and ensure democratic legitimacy.

B) BUILD AN “AI SAFETY AMBASSADORS"” PEER-EDUCATION
PROGRAMME

Following peer-to-peer models highlighted in 5.3.1, BEE SECURE can train

selected students and young people as Al Safety Ambassadors, who then:

e act as peer multipliers in schools, youth centres and events;

e co-design and co-facilitate workshops and awareness activities;

e serve as approachable contact points for peers seeking guidance on Al-
related issues.

Participation can be recognised through certificates or links to civic en-
gagement programmes, increasing motivation and sustainability.
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C) CO-CREATE CAMPAIGNS AND EDUCATIONAL CONTENT WITH
YOUNG PEOPLE

Youth participation should extend beyond consultation to co-creation,

particularly in the “AI & Youth” campaign strand:

e involve young people in designing slogans, visuals, videos and social
media content;

e pilot new workshop formats in schools and youth centres and revise
them based on youth feedback;

e systematically incorporate feedback from youth structures into up-
dates of materials and campaigns.

D) INVOLVE YOUTH STRUCTURES IN AI POLICY DIALOGUE AND
EVALUATION

Finally, BEE SECURE should collaborate with youth councils, school stu-

dent bodies and other youth organisations to:

e include youth perspectives in national and European debates on Al
governance and youth rights;

e invite young people to evaluation workshops on BEE SECURE’s Al-re-
lated initiatives;

e ensure that their recommendations are taken into account in strategic
decisions.

5.3.5 Include ethical principles in all working
processes

A) ETHICAL REFLECTION
Al-related educational initiatives should incorporate structured moments
of ethical reflection throughout their lifecycle. Rather than treating ethics
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as a one-time compliance step, institutions should periodically reassess
whether tools and practices continue to align with educational goals, de-
velopmental needs, and emerging evidence.

B) ETHICAL AI USE

Ethical AI use should be framed as a shared responsibility between insti-
tutions, educators, parents, and learners. Educational initiatives should
clarify the respective roles of each actor, avoiding the implicit transfer
of responsibility to adolescents themselves. Institutions should establish
mechanisms that allow adolescents to reflect on and provide feedback
about their experiences with Al-mediated tools and content. This feed-
back should inform revisions and adaptations, recognising young people
as stakeholders rather than passive recipients. Participatory input
strengthens legitimacy and helps identify impacts that may not be visible
to adults.

C) FUTURE ORIENTATION

Institutions should prepare adolescents not only for current Al applica-
tions but also for plausible future developments. This includes fostering
anticipatory awareness and helping young people recognise how ethical
risks may evolve, rather than focusing solely on present tools.

5.3.6 Strengthen evidence-based prevention through
scientific collaboration

Scientific collaboration can serve as a strategic enabler for BEE SECURE’s
long-term, evidence-based development. Rather than constituting a sepa-
rate programme, cooperation with academic partners allows existing da-
ta, expertise and prevention activities to be systematically analysed, eval-
uated and translated into practice-relevant insights. In this sense, scientif-
ic collaboration provides a foundation for informed policy decisions, con-
tinuous improvement of prevention strategies and international visibili-
ty. One promising option is a long-term cooperation with the University
of Luxembourg. BEE SECURE continuously generates data on digital risks
(helpline/stopline statistics, radar surveys, training feedback). This data is
highly relevant for empirical research on media education, youth online
behaviour and Al risks. On the other hand, the University of Luxembourg
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has expertise in digital ethics, educational technology and teacher edu-
cation. Joint projects can develop and evaluate evidence-based preven-
tion strategies. The university also provides a platform for systematical-
ly reaching target groups such as prospective teachers, social pedagogues
and educators - e.g. through integration into study modules or MOOCs.
Possible areas of cooperation include:

e Data-sharing framework: Development of a legally compliant cooper-
ation model for anonymised data (Radar, Helpline, Stopline), including
GDPR-compliant governance.

e Joint research projects: Joint third-party funding applications (e.g.
FNR, EU Horizon) on topics such as ‘Al Literacy in Schools,” ‘Deepfake
Detection Skills’ or ‘Impact of AI Companions on Youth Well-being.’

e MOOCs & Teacher Training: Development of open online courses on
‘Al & Digital Security’ for teacher training students and continuing ed-
ucation staff, based on BEE SECURE content and university didactic ex-
pertise.

e Evidence-to-Practice Lab: Establishment of an ‘Al Safety Education
Lab’ as an interface between research, practice and policy - piloting in-
novative teaching formats and evaluating their effectiveness.

e Youth Advisory & Participatory Design: Involvement of school
pupils and students in co-design processes for new awareness cam-
paigns and tools.
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Affective Data Data related to emotions, moods, or attitudes, often in-
ferred from facial expressions, voice, behaviour, or interaction pat-
terns.

Affective Computing A field of Al focused on recognising, interpreting,
and responding to human emotions.

Al (Artificial Intelligence) The field of computer science focused on cre-
ating systems capable of tasks that typically require human intelli-
gence, such as learning, reasoning, perception, language understand-
ing, and decision-making.

Al Agents Autonomous software programs that perform tasks or simu-
late conversations based on AI models. They can operate indepen-
dently, make decisions, and interact with users or systems in a goal-
oriented manner.

Al Companions Al-driven applications designed to simulate relation-
ships such as friendship, empathy, or emotional support, often used
in contexts of loneliness, mental health, or social substitution.

Al Literacy The knowledge and skills needed to understand, evaluate,
and use Al systems critically and responsibly.

AlIoT (Artificial Intelligence of Things) The integration of artificial intelli-
gence with Internet of Things devices, allowing for context-aware
and adaptive responses.

Anthropomorphism The attribution of human traits, emotions, or inten-
tions to non-human entities, including Al systems.

Automation Bias The tendency to over-rely on automated systems, often
ignoring contradictory information or failing to monitor system out-
put critically.

Chatbot An Al program designed to simulate conversation with human
users, often used in customer service, education, or companionship.

Cognitive Offloading The act of delegating mental processes to external
tools or systems, such as using Al for memory, reasoning, or decision-
making.



Companion AI AI agents designed to simulate friendship, empathy, or
emotional support, often used in chat-based platforms.

Crisis-Response Capacity The ability of an AI system or platform to
recognise signs of user distress and escalate appropriately to human
support or safeguards.

CSAM (Child Sexual Abuse Material) Illegal content depicting the sexual
abuse or exploitation of children, including increasingly synthetic
versions generated by Al

Deepfake Synthetic media (e.g. videos, images, voices) that imitate real
people using Al-based manipulation, often used for deception or
harm.

Digital Snacking / Social Snacking The use of brief, low-effort social in-
teractions, including with Al to reduce feelings of loneliness or social
isolation.

Emotional AI Systems designed to detect, simulate, or strategically re-
spond to human emotions to create the appearance of empathy.

Filter Bubble A state of intellectual isolation caused by personalised con-
tent filtering, where users are exposed mainly to views and informa-
tion that reinforce their own beliefs.

GENAI (Generative Artificial Intelligence) Al that creates new content
such as text, images, video, or audio based on user input and training
data.

Gamification The use of game design elements (e.g. points, badges, re-
wards) in non-game contexts to increase motivation and engage-
ment, including in educational or awareness-raising Al settings.

Hallucination (AI) A phenomenon in which Al systems produce informa-
tion that sounds plausible but is in fact false or fabricated.

Harmful Content Online material that may not be illegal but can nega-
tively affect users psychologically or socially, including bullying, body
shaming, or misinformation.

LLM (Large Language Model) A type of generative Al trained on vast
datasets of human language to generate coherent, context-sensitive
text outputs. Examples include GPT, Google Gemini, Microsoft Copi-
lot, or Claude.
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Media Literacy The ability to critically access, analyse, evaluate, and cre-
ate media in various forms, now extended to Al-generated content.

News-Finds-Me Perception The belief that important news will reach
one without actively seeking it, often through social media or recom-
mender systems.

Nudifying App A type of Al-based application that falsely generates sex-
ualised or nude images of clothed individuals, often used for abuse
or extortion.

Parasocial Relationship A one-sided emotional attachment where users
relate to a media persona (including AI agents or influencers) as if
they were real social partners.

Peer-to-Peer Approach An educational or support strategy in which in-
dividuals from the same age group or social background share
knowledge or experiences to build trust and relevance.

Profiling The use of data analytics and Al to infer personal characteris-
tics, preferences, or risks for decision-making purposes.

Recommender System An Al system that suggests content to users based
on their preferences, behaviour; or inferred interests.

RLHF (Reinforcement Learning from Human Feedback) A machine
learning technique that trains AI models to align their responses with
human preferences by using evaluative feedback.

Simulated Empathy The appearance of emotional understanding gener-
ated by AI systems without actual emotional experience.

Sextortion A form of online blackmail where perpetrators threaten to
share sexual images or information unless the victim complies with
demands.

Synthetic Media Media content wholly or partially generated by Al in-
cluding text, images, audio, and video.

Synthetic CSAM Al-generated depictions of child sexual abuse material,
often involving deepfake techniques, posing legal and ethical chal-
lenges.

Transactive Memory A shared system for encoding, storing, and retriev-
ing information among groups or between humans and digital tools.



Virtual Influencer Al-generated characters designed to engage audiences
on social media platforms, often used in marketing and branding.

WEIRD Societies An acronym for Western, Educated, Industrialised,
Rich, and Democratic societies, often used in social science to de-
scribe sampling biases in research.
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